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ABSTRACT 

The Dark Web has also had a great effect on the landscape of copyright infringement as it 

provides levels of illegal copyright material distribution that were never experienced through 

the anonymity and encryption nature of these networks. The Dark Web differs from the surface 

web since it uses special software tools like Tor and I2P, which perform similar roles but, more 

importantly, maintain users' identities. Dark Web allows global black markets to function in 

manners surface web piracy has not in the availability of pirated mass media films, software, 

books, and music in return for cryptocurrencies when utilizing the Dark Web to engage in such 

exchanges. Legal and enforcement problems are made complex by the advancement of 

technology, and conventional copyright protection regime fail to anticipate the unlimited, 

anonymous and hidden activities enabled by the Dark Web. This dissertation examines the 

copyright violating activities of the Dark Web and offers an overview of what players and 

means are employed for conducting copyright violating activities, and presents the economic 

and social repercussions of such illicit market transactions. It also examines prevailing 

international copyright legal frameworks, that is, the Berne Convention, The TRIPS 

Agreement, The WIPO Copyright Treaty and Indian national copyright laws, The U.S. and the 

European Union in order to reveal jurisdictional concerns and legal gaps in enforcement. The 

review centers on enforcement obstacles, for example, anonymity using technology, encryption, 

transboundary challenges to prosecute pirated images, and the admissibility of evidence; and 

the case studies to depict the applicable challenges in enforcing darknet aided piracy, for 

instance, the global enforcement actions of "Operation Onymous," and the pressure and 

eventual downfall of piracy platforms like Tamilrockers and ZLibrary, to gain insights from 

their enforcement achievements and limitations. The report shall also include assessment of 

technology and policy for up and coming solutions, including an Ai based piracy detection 

solution, a blockchain copyright management solution, increased global cooperation, and 

legislative changes crafted for the special characteristics of the Dark Web. This paper is the 
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product of legal analysis, enforcement culture and technology intended to suggest practical 

advice for a more responsive copyright enforcement environment. It is meant to assist in 

informing, and further research and debate, for policymakers, enforcement, and industry 

stakeholders regarding how to structure and respond to copyright infringement, in the active 

and hidden realities of current digital black markets.        

  

Key words: Dark web, Copyright infringement, Digital black market, Pirated films, Digital 

rights management, Blockchain. 

 

1. INTRODUCTION 

The advent of the internet transformed how we communicate, do business, and create, with 

greater access than ever to information and cultural goods. The technology has facilitated that 

it is easy for piracy to spread as well. Early in the digital age, much of the piracy occurred on 

open platforms via peer topper networks and torrent sites.[1]As the enforcement on the surface 

web continued to intensify, the infringers moved their marketplace to the more isolated and 

safe regions of the web, most notably the Dark Web.[2] 

 

The Dark Web, part of the internet which can be accessed only by privacy focused encryption 

technology like Tor (The Onion Router) [3]and I2P (Invisible Internet Project)[4], lies beyond 

the ability of normal search engines. Having a low degree of identification for sellers and 

buyers, it is a great place to buy illegal goods, including copyrighted material[5]. Underground 

marketplaces now deal in all types of copyrighted subject matter, including music, eBooks, 

films, academic journals, software, and even complete AI generated material, which can be 

bought using avenues such as cryptocurrency, e.g. Bitcoin, Monero, etc[6]. Due to the very 

nature of the Dark Web, enforcement of copyrights is especially challenging. Decentralized 

hosted sites, end-to-end encryption, and a worldwide base of users make it hard to pinpoint 

infringers and destroy distribution systems[7]. Classic remedies like DMCA takedowns, 

blocking orders, and prosecutions are usually useless due to a variety of jurisdictional 

complications as well as the technical sophistication of darknet hosting sites.[8] 

 

International level is covered by the Berne Convention[9], WIPO Copyright Treaty[10], and 

TRIPS Agreement[11], which form an international minimum standard for the protection of 

copyrights. Each country has its own statutes for protecting copyrights such as India's 
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Copyright Act, 1957[12], the United States' Digital Millennium Copyright Act (DMCA)[13], 

and the European Union's Copyright Directive[14], which have varying digital enforcement 

procedures. Enforcement of copyright laws is restricted as far as anonymity, cross-border, and 

technologically enabled infringing actions on the Dark Web are concerned. Concurrently, there 

are significant economic and social implications to this problem: copyright infringement 

damages creative industries, lowers revenue for rights holders and inhibits innovation[15]. It 

also poses ethical questions of access to information such as that some darknet websites like 

SciHub and ZLibrary justify their existence on the grounds that piracy is a means of 

demolishing entrenched paywalls for education and scholarship[16]. Thus, there is an 

intellectual property right against public access that makes policy complex.  

 

This research paper will examine the phenomenon of copyright infringement on the Dark Web. 

The Dark Web is an untapped arena that has operations, legal concerns, and enforcement 

problems with copyright infringement. This innovative and dark space will be examined in 

various contexts such as case studies, enforcement campaigns, and technology developments 

regarding copyright violation, all aimed at probing current legal safeguards and suggestions for 

enhancing meta legal safeguards of copyright. The aim of this dissertation is not just to realize 

how copyright is violated in secret corners in cyberspace, but also to realize legal, practical and 

viable suggestions for owners of copyright on how to deal with copyright infringement. This 

research will fill the gap between theory, enforcement realities, and the digital world and will 

guide policy makers, law enforcement, and industry to enforce intellectual property generally 

speaking, of copyright and copyright infringement in a more multifaceted digital world.    

 

1.1 BACKGROUND 

In digital revolution there is changed the access to creative content and it has innovation but it 

has also perpetuated copyright infringements. The rise of the Dark Web dark layer of the 

internet which is accessed by Tor or I2P has exacerbated those challenges[17]. The Dark Web 

was created to provide privacy and free expression when using the internet. Its anonymity and 

decentralization have become the conduit of illegal trade and piracy[18]. Dark Web 

marketplaces replicate the real e-commerce sites, providing pirated movies, cracked programs, 

books, music, and even artificially created work, with cryptocurrency-based transactions[19]. 

With the Surface Web, traceability of IP, takedown, and collaboration from ISPs are 

conceivable, but Dark Web sites escape observability using mirroring, change in identity, and 

geographical complexity[20]. Global treaties such as the Berne Convention, TRIPS, and the 
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WIPO Copyright Treaty establish standards of protection[21], but enforcement calls for cyber-

forensics, blockchain analysis, and AI tools[22]. Local legislation, such as India's Copyright 

Act[23], the U.S. DMCA[24], and the EU Copyright Directive[25], is still insufficient, pointing 

towards more intensive international cooperation, technological innovation, and balanced 

enforcement that safeguards privacy while upholding creators' rights. 

 

1.2 STATEMENT PROBLEM 

The rise of the Dark Web has changed the way copyrights are infringed from a conspicuous, 

traceable act to an undercover, decentralised, and technologically sophisticated act. Digital 

black markets are based on anonymity, encryption, and cryptocurrency-based payment 

systems, which make it harder to track down infringers and exercise rights. Historically 

employed enforcement methods such as takedown notices, ISP blocking, and forms of 

litigationare not very effective against hidden services reachable exclusively through 

seemingly arcane networks such as Tor. Also, the international nature of these platforms poses 

jurisdictional issues based on the servers, violators, and victims having varying protection 

levels, which might or might not be available depending on various legal systems. Not all 

copyright systems and technological solutions are harmonized meaning infringers are able to 

stack and escape the legal and technological advantages to copyright infringement. There is a 

pressing necessity to determine whether and how copyright infringement laws, enforcement 

measures, and international cooperation in law can be harmonized to tackle copyright 

infringement in this clandestine and fast-evolving environment of the Dark Web. 

 

1.3 OBJECTIVES 

1. To determine the nature and scope of copyright infringement on the Dark Web. 

2. To determine if existing national and international legal frameworks are adequate to 

tackle copyright infringement on digital black markets. 

3. To establish the principal technological, legal and jurisdictional barriers to enforcing 

copyright on the Dark Web. 

4. To suggest policy and technological reform to enhance enforcement mechanisms and 

increase international cooperation. 

 

1.4 RESEARCH QUESTIONS 

1. How does the dark web facilitate copyright infringement, and how do the trademark 

infractions differ from those occurring on the surface web? 
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2. What are the measures of success of current national and international laws addressing 

copyright study in dark web spaces? 

3. What technological, legal, and jurisdictional limitations hinder successful enforcement 

against copyright infringement within digital black markets? 

4. What law reforms, policy reforms, or technology reforms would more easily allow 

copyright to be enforced in the era of the dark web?  

 

1.5 SCOPE AND LIMITATIONS 

Scope of the Study 

Subject-Matter: 

The study is limited to copyright infringement, leaving out other IP rights. It targets pirated 

literary, musical, cinematographic, and digital works published in digital black markets. 

Technological: 

It analyzes how Tor, cryptocurrencies, encryption, and decentralized hosting enable piracy, 

while mentioning AI and blockchain as both challenges and prospective enforcement tools. 

Geographical: 

A comparative study of India, the U.S., and the EU is conducted, against the backdrop of Berne, 

TRIPS, and WIPO treaties, given their international impact. 

Institutional: 

The research takes into account the roles of courts, national enforcement agencies, INTERPOL, 

WIPO, ISPs, and copyright holders, focusing on multi-stakeholder collaboration. 

Policy: 

It assesses existing legislation and reforms such as watermarking, blockchain registries, AI-

based detection, and cross-border enforcement mechanisms. 

 

Limitations of the Study 

The fluidity of the Dark Web and unavailability of data restrict complete mapping; conclusions 

are based on secondary research. Scope by jurisdiction does not include areas such as East Asia 

or Africa. Technical breadth is only legal consequences, not programming. Temporal 

constraints exist, as technology and laws develop beyond the scope of the study. 
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2. COPYRIGHT INFRINGEMENT IN THE DARK WEB – RESEARCH 

ANALYSIS 

2.1 Dark Web Copyright Infringement 

The development of cyberspace has changed the way copyright infringement functions, now 

operating through the "surface web", where taking legal action through takedowns or 

injunctions is relatively effective, and "the dark web", where copyright infringement operates 

anonymously, through encryption, and on a decentralized basis.Sites reachable via Tor, I2P, or 

Freenet provide enormous virtual black markets where pirated movies, music, literature, and 

software are traded outside Indian legal purview under the Copyright Act, 1957[26], and the 

IT Act, 2000[27]. Courts in India have also come up with innovative ways like John Doe and 

dynamic injunctions (UTV Software v. 1337x)[28], which prove ineffective against entrenched 

and concealed piracy networks. 

 

Academics have highlighted that this migration to the Dark Web is a continuation in a longer 

historical process. However, Butland and Sullivan (2018) place piracy in the context of larger 

technological transformations, from the acoustic and magnetic periods to the digital period, 

illustrating that every step in the evolution of media has escalated the scale of infringement[29]. 

Their examination of U.S. law from Sony v. Universal (1983)[30] to Napster (2001)[31] and 

Grokster (2005)[32]demonstrates courts struggling with peer-to-peer technologies in ways that 

parallel enforcement challenges today against encrypted Dark Web sites. This historical 

context emphasizes that piracy is not new, but its scale and evasiveness in the Dark Web age 

are novel. 

 

Legal responses have become more focused on intermediaries. Husovec [33] points to the 

increase in blocking injunctions against ISPs under the EU InfoSoc Directive, with the likes of 

UPC Telekabel Wien [34]supporting the same. However, as Husovec mentions, these orders 

can easily lead to over-blocking legitimate content and can easily be evaded by mirror websites 

or VPNs. This argument is very applicable to India, where dynamic injunctions, despite being 

innovative, cannot yet crack hidden Dark Web infrastructures. By the same token, 

Archidiacono (2006)[35]examines contributory and vicarious liability in American copyright 

law, demonstrating how courts impose responsibility on intermediaries to infringement where 

direct infringers are untargetable. Effective as it is in flea markets or surface-web situations, 

the doctrine is limited by the anonymization of intermediaries themselves. 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 2 | Nov 2025        ISSN: 2581-8503 

Page | 6505   

Jain and Srivastava (2022) bring the discussion to India, analyzing how the Copyright Act-

amended 2012-and IT Act attempt to combat digital piracy but provide loopholes for cross-

border and anonymised environments[36]. They put a greater emphasis on technological 

solutions such as DRM, watermarking, and electronic copyright management but caution 

against going too far as to affect creativity and fair use negatively. Their related concern with 

Indian cases such as Elsevier v. Sci-Hub (2021) shows how courts are floundering when 

infringers shift to unlocatable networks[37]. Minnock (2014) also contends that copyright law 

falls behind technological facts[38]. The DMCA's notice-and-takedown system, while 

successful on sites like YouTube, is unsuccessful in the borderless, encrypted Dark Web. She 

highlights the "whack-a-mole" phenomenon pirate sites re-emerging under new domains and 

demands proportionate reforms balancing protection and digital freedoms. 

 

Together, the literature establishes that Dark Web copyright infringement differs from surface-

web piracy. In contrast with trademark counterfeiting, which has physical or commercial 

tracks, Dark Web copyright infringement has intangible, infinitely replicable works that are 

beyond jurisdictional reach. Scholars are in agreement that traditional legal regimes be they 

Indian dynamic injunctions, U.S. safe harbors, or EU intermediary liability are architecturally 

unsuitable to the topology of the Dark Web. The general consensus is: enforcement should 

marry legislative reform, technological adoption (AI detection, blockchain, watermarking), 

international cooperation, and consumer-focused policy. Without a multi-layered reaction of 

this sort, copyright law will be reactive and toothless in the face of Dark Web piracy 

perseverance. 

 

3. ROLE OF THE JUDICIARY 

The judiciary has a key function in defining the enforcement environment of copyright law, 

and especially to meet the challenges presented by the Dark Web. Courts are the first line of 

defense of intellectual property rights through interpretation of statutes, issue of remedies, and 

creation of jurisprudence to keep up with changing technologies. Judicial innovation has been 

pivotal in India to fight digital piracy on the surface web. By orders of John Doe or Ashok 

Kumar, the courts have issued ex parte injunctions to enjoin anonymous defendants who 

commit piracy[39]. The Delhi High Court's historic judgment in UTV Software 

Communication Ltd. v. 1337x.to (2019) took enforcement a step further by issuing dynamic 

injunctions, allowing rightsholders to block mirror sites as and when they appear[40]. 
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Though these approaches are efficacious against surface-web piracy, the judiciary is greatly 

hampered when it comes to Dark Web infringement. The anonymity of users, decentralized 

hosting, and cryptocurrency payments hinder identification of defendants or enforcement of 

orders[41]. Courts are frequently limited by territorial jurisdiction, while infringers are in 

several countries[42]. However, judicial forums have an important role in acknowledging such 

gaps and calling for legislative or policy changes. For instance, Indian courts have always 

focused on balancing enforcement with basic rights like freedom of expression as well as access 

to knowledge[43]. 

 

Therefore, though the judiciary cannot alone knock down Dark Web piracy, its function of 

creating adaptive remedies, promoting international collaboration, and expressing legal lacunae 

continues to remain important. Court judgments pave the way for legislative amendments and 

grant instantaneous relief to rightsholders, even when confronted with sophisticated technology 

hurdles[44]. 

 

4. SUGGESTIONS 

The challenge of copyright infringement on the Dark Web calls for an interdisciplinary 

response-a response beyond traditional tools-which necessitates changes in legislation, 

technology, institutions, and international cooperation. India's Copyright Act, 1957, though 

amended in 2012, needs to specify digital black-market piracy as an offense to deal with 

habitual offenders, while courts need to extend dynamic injunctions' application and create 

fast-track options to synchronize judiciary, enforcement agencies, and rights holders. Cyber-

forensic and IP enforcement units specializing in monitoring Tor networks, following 

cryptocurrency transactions, and coordinating cross-border gathering of evidence need to be 

established within law enforcement, with capacity-building initiatives for training 

investigators, prosecutors, and judges. Global cooperation through Interpol, Europol, WIPO, 

and enhanced Mutual Legal Assistance Treaties (MLATs) is necessary to facilitate quicker 

sharing of evidence and taking down piracy hotbeds. Equally important is changing consumer 

behavior through public campaigns highlighting piracy's economic damages, its malware and 

fraud risks, and the merits of legitimate platforms supported by educational projects at schools 

and cooperation with creative industries. Industry self-regulation is also important: platforms 

and ISPs can use automated takedowns, blacklists, and graduated response regimes in 

collaboration with industry associations such as the Indian Music Industry (IMI) to restrict 
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repeat infringements. Finally, enforcement needs to be complemented with inexpensive and 

easy to access legal options (over-the-top streaming, e-books, music sites) and incentivizing 

local digital media start-ups to create authentic access. In combination, these represent a multi-

dimensional approach that marries a strong copyright protection system with further access to 

culture, which will position India as a participatory and innovator of new progressive policy 

frameworks. 

 

5. CONCLUSION 

This study has demonstrated that copyright infringement in the Dark Web involves challenges 

inherently distinct from those of the surface web. Unlike streaming sites or torrent portals, the 

Dark Web survives on anonymity, encryption, decentralized hosting, and cryptocurrency 

transactions, which render detection and prosecution of infringers almost impossible. In India, 

though efforts such as John Doe and dynamic injunctions (e.g., UTV Software v. 1337x.to) 

have been successful against surface-web piracy, they are still ineffective against hidden 

networks where operators jump jurisdiction and move across borders. Comparative analysis 

asserts an equal limitation in the U.S. (DMCA) and EU (InfoSoc Directive), whereas 

international agreements like TRIPS and WIPO treaties offer normative frameworks without 

enforcement capabilities. 

 

These findings reaffirm that copyright laws based on territorial and analog assumptions are not 

structurally oriented to deal with piracy occurring on the Dark Web. Effective enforcement 

demands an interdisciplinary response, starting with legal reform to presumptively criminalize 

black-market digital piracy, and through policy to increase international cooperation and 

sharing of evidence, and to technological tools such as blockchain registries, AI detection, and 

forensic watermarking. Educational campaigns aimed at consumers that outline strategies for 

consumers, and low-barrier legal alternatives important to reduce demand for pirated products 

must be a fundamental aspect of any response.The forthcoming copyright law will need to be 

digital-first, transnational, and technology-embedded. As a major content creator and emerging 

digital economy, India is in a good position to take the lead on adaptive models of copyright 

through benefit strong protection and recognizes the importance of privacy, free speech and 

access to knowledge. Ultimately, it will be successful not just through punitive tools, but 

through the ability of the law to adapt along with technology, without disrupting the delicate 

balance between creators' rights and the public interest. 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 2 | Nov 2025        ISSN: 2581-8503 

Page | 6508   

REFERENCES 

[1] A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004 (9th Cir. 2001). 

[2] Dirk Pavlicek, The Rise of Darknet Markets in the Digital Age: Building Trust and 

Reputation, in Returning to Interpersonal Dialogue and Understanding Human Communication 

in the Digital Age 1, 1–24 (Norman C. Daley & Rosanna T. Di Paolo eds., IGI Global 2019). 

[3] Roger Dingledine, Nick Mathewson & Paul Syverson, Tor: The Second-Generation Onion 

Router, U.S. Naval Research Lab. (2004). 

[4] The Invisible Internet Project (I2P). 

[5] Europol, Internet Organised Crime Threat Assessment (IOCTA) 2021, at 34. 

[6] Id. At 35–36. 

[7] Id. At 40. 

[8] Pamela Samuelson & Randall Davis, The Digital Dilemma: A Perspective on Intellectual 

Property in the Information Age (Nat’l Acad. Press 2000). 

[9] Berne Convention for the Protection of Literary and Artistic Works, Sept. 9, 1886, as 

revised July 24, 1971, S. Treaty Doc. No. 99-27. 

[10] WIPO Copyright Treaty, Dec. 20, 1996, S. Treaty Doc. No. 105-17. 

[11] Agreement on Trade-Related Aspects of Intellectual Property Rights, Apr. 15, 1994, 

Marrakesh Agreement Establishing the World Trade Organization, Annex 1C, 1869 U.N.T.S. 

299. 

[12] The Copyright Act, No. 14 of 1957, INDIA CODE. 

[13] Digital Millennium Copyright Act, 17 U.S.C. 

[14] Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on 

the harmonisation of certain aspects of copyright and related rights in the information society, 

2001 O.J. (L 167) 10. 

[15] U.S. Int’l Trade Comm’n, Digital Trade in the U.S. and Global Economies, Part 2, at 

125–27 (2014). 

[16] Z-Library and Digital Piracy,” The Prindle Institute for Ethics (Nov. 2022) 

[17] Anderson, supra note 2, at 50. 

[18] Europol, supra note 5, at 39. 

[19] Id. At 42–43. 

[20] Samuelson, supra note 8, at 23. 

[21] Supra notes 9–11 

[22] Interpol, Cryptocurrency and Cybercrime Report (2022). 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 2 | Nov 2025        ISSN: 2581-8503 

Page | 6509   

[23] The Copyright Act, supra note 12. 

[24] Digital Millennium Copyright Act, supra note 13. 

[25] Directive 2001/29/EC, supra note 14. 

[26] The Copyright Act, No. 14 of 1957, INDIA CODE. 

[27] The Information Technology Act, No. 21 of 2000, INDIA CODE. 

[28] UTV Software Comm’ns Ltd. V. 1337x.to & Ors., 2019 SCC OnLine Del 8002 (Delhi 

High Court) (issuing India’s first “dynamic injunction” against rogue piracy websites). 

[29] Nicholas C. Butland & Justin J. Sullivan, Pirate Tales from the Deep [Web]: An 

Exploration of Online Copyright Infringement in the Digital Age, 13 U. MASS. L. REV. 50 

(2018). 

[30] Sony Corp. of Am. V. Universal City Studios, Inc., 464 U.S. 417 (1984). 

[31] A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004 (9th Cir. 2001). 

[32] MGM Studios Inc. v. Grokster, Ltd., 545 U.S. 913 (2005). 

[33] Martin Husovec, Injunctions Against Intermediaries in the European Union: Accountable 

But Not Liable? (Cambridge Univ. Press 2017). 

[34] Martin Husovec, Injunctions Against Innocent Third Parties: The Case of Website 

Blocking, 17 MASARYK U. J.L. & TECH. 219 (2017); Case C-314/12, UPC Telekabel Wien 

GmbH v. Constantin Film Verleih GmbH, ECLI:EU:C:2014:192 (CJEU). 

[35] Sheri Archidiacono, Intellectual Property; Piracy for Sale: Vicarious and Contributory 

Copyright Infringement, 6 J. HIGH TECH. L. 315 (2006). 

[36] Sanchita Jain & Ayushi Srivastava, Copyright Infringement in the Era of Digital World, 5 

INT’L J.L. MGMT. & HUMAN. 1333 (2022). 

[37] Elsevier Ltd. V. Sci-Hub, CS (COMM) 572/2020 (Delhi HC, Dec. 21, 2021) (India). 

[38] Stephanie Minnock, Should Copyright Laws Be Able to Keep Up with Online Piracy, 12 

COLO. TECH. L.J. 523 (2014). 

[39] Taj Television Ltd. v. Rajan Mandal, 2003, FSR 22 

[40] UTV Software Comm’ns Ltd. v. 1337x.to & Ors., 2019 SCC OnLine Del 8002 (Delhi High 

Court) (issuing India’s first “dynamic injunction” to counter rogue piracy sites). 

[41] Mass Digitization as Fair Use: Considering the Implications of the Late-2013 Ruling in 

Favor of Google in the Authors Guild Case, Commun. Of the ACM (Legally Speaking), Nov. 

2013, at 1.1 

[42]MySpace Inc. v. Super Cassettes Indus. Ltd., 2016 SCC OnLine Del 6382 (Delhi High 

Court) (illustrating difficulties of jurisdiction and intermediary liability in online infringement). 

[43] Shreya Singhal v. Union of India, (2015) 5 SCC 1 (balancing free expression and 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 2 | Nov 2025        ISSN: 2581-8503 

Page | 6510   

intermediary liability in the digital sphere). 

[44] Sadhana G.S., Protecting Creative Rights: Addressing Digital Piracy and Copyright 

Issues in Indian Media, 5 Int’l J. L. Justice & Jurisprudence 178, 178-85 (2025). 

 

BIBLIOGRAPHY 

I. Cases (India) 

● MySpace Inc. v. Super Cassettes Indus. Ltd., 2016 SCC OnLine Del 6382 (Delhi High 

Court). 

● Shreya Singhal v. Union of India, (2015) 5 SCC 1 (Supreme Court of India). 

● Taj Television Ltd. V. Rajan Mandal, 2003 F.S.R. 22 (Delhi High Court). 

● UTV Software Comm’ns Ltd. V. 1337x.to & Ors., 2019 SCC OnLine Del 8002 (Delhi 

High Court). 

II. Cases (United States) 

● A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004 (9th Cir. 2001). 

● MGM Studios Inc. v. Grokster, Ltd., 545 U.S. 913 (2005). 

● Sony Corp. of Am. V. Universal City Studios, Inc., 464 U.S. 417 (1984). 

III. Statutes (India) 

● The Copyright Act, No. 14 of 1957, INDIA CODE. 

● The Information Technology Act, No. 21 of 2000, INDIA CODE. 

● IV. Statutes (United States) 

● Digital Millennium Copyright Act, 17 U.S.C. (2018). 

V. International Treaties & Directives 

● Agreement on Trade-Related Aspects of Intellectual Property Rights, Apr. 15, 1994, 

Marrakesh Agreement Establishing the World Trade Organization, Annex 1C, 1869 

U.N.T.S. 299. 

● Berne Convention for the Protection of Literary and Artistic Works, Sept. 9, 1886, as 

revised July 24, 1971, S. Treaty Doc. No. 99-27. 

● Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 

on the harmonisation of certain aspects of copyright and related rights in the 

information society, 2001 O.J. (L 167) 10. 

● WIPO Copyright Treaty, Dec. 20, 1996, S. Treaty Doc. No. 105-17. 

VI. Books & Book Chapters 

 Pamela Samuelson & Randall Davis, The Digital Dilemma: A Perspective on 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 2 | Nov 2025        ISSN: 2581-8503 

Page | 6511   

Intellectual Property in the Information Age (Nat’l Acad. Press 2000). 

● Dirk Pavlicek, The Rise of Darknet Markets in the Digital Age: Building Trust and 

Reputation, in Returning to Interpersonal Dialogue and Understanding Human 

Communication in the Digital Age 1 (Norman C. Daley & Rosanna T. Di Paolo eds., 

IGI Global 2019). 

VII. Journal Articles & Academic Literature 

● Nicholas C. Butland & Justin J. Sullivan, Pirate Tales from the Deep [Web]: An 

Exploration of Online Copyright Infringement in the Digital Age, 13 U. Mass. L. Rev. 

50 (2018). 

● Sadhana G.S., Protecting Creative Rights: Addressing Digital Piracy and Copyright 

Issues in Indian Media, 5 Int’l J. L. Just. & Jurisprudence 178 (2025). 

● Mass Digitization as Fair Use: Considering the Implications of the Late-2013 Ruling in 

Favor of Google in the Authors Guild Case, Commun. ACM (Legally Speaking), Nov. 

2013. 

VIII. Reports & Institutional Publications 

● Europol, Internet Organised Crime Threat Assessment (IOCTA) 2021. 

● Interpol, Cryptocurrency and Cybercrime Report (2022). 

● U.S. Int’l Trade Comm’n, Digital Trade in the U.S. and Global Economies, Part 2 

(2014). 

IX. Technical References 

● Roger Dingledine, Nick Mathewson & Paul Syverson, Tor: The Second-Generation 

Onion Router (U.S. Naval Research Lab. 2004). 

● The Invisible Internet Project (I2P), https://geti2p.net . 

● (last visited Sept. 12, 2025). 

X. Web Sources 

● Z-Library and Digital Piracy, The Prindle Inst. For Ethics (Nov. 2022), 

https://www.prindlepost.org . 

http://www.whiteblacklegal.co.in/
https://geti2p.net/
https://geti2p.net/
https://www.prindlepost.org/
https://www.prindlepost.org/
https://www.prindlepost.org/

