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THE DATA PROTECTION ACT 2023: ITS IMPACT ON 

BUSINESSES, COMPLIANCE STEPS, AND 

PENALTIES FOR VIOLATIONS 
 

AUTHORED BY - SIMRAN AGARWAL 

 

 

The significance of data privacy has grown along with the growth in Internet usage over time. 

Social media platforms, apps, and websites frequently need to gather and keep user's personal 

information to function. However, some platforms and apps might collect and use data more 

than users had anticipated, giving them less privacy than they had anticipated. The privacy of 

users may be jeopardized by a data breach caused by other apps and platforms that do not 

adequately protect the data they gather. In general, data privacy refers to an individual’s 

autonomy over the decision of when, how, and to what degree personal information about them 

is disclosed to third parties. This personal data may include a person’s name, address, phone 

number, online or offline behavior, or any data related to personal information. Notably, it may 

be the case that someone may want to keep others out of private information thereby warranting 

the need for data protection laws.1 

 

What is Data Protection? 

Data Protection, which is frequently used interchangeably with “data security” refers to the 

methodical and strategic actions taken to ensure the confidentiality, accessibility, and integrity 

of sensitive data. These safeguards, which are essential for businesses that gather, handle, or 

keep private information are meant to stop data loss, damage, theft, or corruption. A strong 

data protection plan mechanism is essential at a time when data generation and storage are 

growing at a never-before-seen rate. In order to maintain trust and compliance in data-centric 

operations, the main objective of data protection is not only to protect sensitive information but 

also to make sure that it is dependable and accessible. 

 

Why is Data Privacy so crucial? 

Data privacy is essential for several reasons, such as protection from fraud and identity theft, 

discrimination, manipulation and exploitation, and so on. In terms of organization data privacy 

                                                             
1 Atlan, Data Privacy - Definition, Importance and examples, 12 December 2023 
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is crucial:- 

i) Developing Reputation and Trust - Safeguarding consumer data enhances user and 

customer relationships and fosters trust, both of which are essential for company 

success. 

ii) Ensuring Legal Compliance - Organisations that violate the stringent data 

protection laws implemented by numerous nations and regions risk severe penalties.  

iii) Lowering the Risk of Data Breaches - Robust data privacy procedures can aid in 

lowering the risk of data breaches, which may result in monetary losses, harm to 

one’s reputation, and legal repercussions. 

iv) Competitive Advantage - Businesses that put data privacy first can differentiate 

themselves from rivals by showcasing their dedication to safeguarding client 

information. 

v) Ethical Obligation - Companies have an ethical obligation to safeguard client 

information and make sure it is managed sensibly and openly.2 

Up until 2023, India lacked a separate data protection framework or law.The Information 

Technology Act of 2000 (IT Act) and its notified regulations served as the cornerstone of the 

data protection framework. The 2011 Information Technology Privacy Rules (Reasonable 

Security Practices and Procedures and Sensitive Personal Data or Information) were one of 

these.  A nine-judge constitutional bench of the Indian Supreme Court ruled in Justice K. S 

Puttaswamy   v.  Union of India maintained that the right to privacy is a fundamental right, 

enshrined in Article 21 (Right to Life and Liberty) of the Indian Constitution. Consequently, a 

comprehensive framework for data protection was created for India. After releasing multiple 

draft versions of a data protection law and considering the recommendations from numerous 

stakeholders, the Ministry of Electronics and Information Technology (MeitY), Government 

of India, released the Digital Personal Data Protection Bill in 2022 (DPDP Bill).3 

 

The final draft of the DPDP Bill, which was accepted by both houses of the Indian Parliament, 

included a few significant changes from the original. The Indian government unveiled the 

Digital Personal Data Protection Act, 2023 (DPDP Act) on August 11, 2023, which will act as 

the country's legal framework for protecting personal data. The Indian government has released 

a draft of the regulations pertaining to the DPDP Act; however, the provisions of the Act have 

not yet been implemented. 

                                                             
2 Pecb, Data Protection - Definition and Importance, 10 November 2021 
3 CookieYes, Guide to India’s Digital Personal Data Protection Act,7 January 2025 
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IT ACT, 2000, And Digital Personal Data Protection Act, 2023 

The IT Act does not offer a thorough framework for data privacy, but it does cover a wide 

range of electronic activities, including data protection. The DPDP Act is a data protection law 

that provides a contemporary, all-inclusive privacy framework and data governance for the 

digital era. Before processing personal data, the act expressly requires individual’s informed, 

specific, and explicit consent. The IT Act provides limited individual rights whereas the DPDP 

Act gives people several rights, such as the ability to view, amend, and remove their personal 

information. Although the IT Act established the framework for dealing with cybercrimes and 

safeguarding sensitive information, the DPDP Act is a much-needed revision meant to 

safeguard personal information in contemporary, digitally-first society. The IT Act, 2000 was 

created to address cybercrimes, give legal recognition to digital signatures, and facilitate 

electronic transactions. However, the Digital Personal Protection Data Act, 2023 was created 

because the IT Act was not specifically created to address the extensive and contemporary 

complexities of personal data protection and privacy.4 

 

Digital Protection Laws 

Businesses need to review their data management plans in light of the Data Protection Law of 

2023. They must ensure compliance by implementing measures that address consent, data 

accuracy, secure processing, and the prompt deletion of personal data after its goal has been 

achieved.  

 

The provisions of the Data Protection Act are designed to ensure the protection of personal 

data and safeguard the privacy of individuals. Businesses also referred to as Data Fiduciaries, 

must comply with these provisions to maintain transparency, accountability, and security in 

their data processing activities. The implementation of these provisions can have a significant 

impact on how businesses handle data, and it will require them to adopt specific measures to 

comply with the law. 

 

Here’s a breakdown of the key provisions of the Data Protection Act, the impact they will have 

on businesses, and the measures businesses will need to take to ensure compliance: 

 

                                                             
4 Law.aisa, The key aspects of India’s Data Protection Act, 18 April 2024 
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1) Section 4 of the act states the grounds for processing personal data. Businesses must 

confirm that they are processing personal data for lawful purposes, either based on 

consent from an individual or for other legitimate purposes as defined by law. 

2) Section 4(1)(a) of the act states that consent must be explicitly obtained from the data 

principal (individual). This could involve creating clear and understandable consent 

forms or mechanisms for individuals to provide their consent.  

3) The consent request should clearly explain the purpose of data collection, ensuring that 

it complies with the lawful provision of the act. 

4) According to section 5(1) of the act, every consent request made to the data principal 

must be accompanied by a notice providing the following information :  

i) The notice should clearly communicate what personal data is being collected and for 

what purpose. 

ii) The notice should inform the data principal about their rights, including the right to 

withdraw consent and how to exercise their rights. 

5) Businesses must set up a system to allow data principals to exercise their rights, 

including withdrawing consent, accessing personal data, correcting, requesting, and 

deletion of data. The notice must explain these rights and provide easy methods for data 

principals to act on them. The notice must be specific and as per the compliance format. 

6) Businesses that process data must ensure they handle personal data responsibly and in 

compliance with the relevant data protection law. 

7) They need to update or implement their data protection policies, systems, and 

procedures to comply with the law. 

8) In a case where a Data Principal has already given consent for processing their personal 

data before the commencement of the Act. Then the entity responsible for processing 

the data is required to take specific actions to ensure compliance with the new data 

protection law. 

9) The business will need to ensure that its existing privacy notices are updated to reflect 

the new legal requirements, even for the data processed before the commencement of 

the act. It should include clear instructions on how to exercise rights under the new law 

and provide details on how to make complaints.  

10)  Businesses must deliver the notice to the data principal in a manner appropriate (eg., 

via email, postal mail, or through an online portal depending on how the original 

consent was obtained.  

11) The notice should be clear, concise and accessible to the data principal. 
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12) Businesses should ensure that they keep records of when and how the notice was 

provided to the data principal, as the documents may be required for compliance 

purposes. 

13) Businesses must provide notice in a language that is understood by the data principal 

and ensure that consent can be withdrawn easily. 

14) As per section 9 of the act before processing any personal data of a child or a person 

with a disability who has a lawful guardian, businesses (data fiduciaries) must obtain 

verifiable consent from the child or person with a disability. 

15) Businesses must ensure the consent is verifiable. This could involve methods such as 

email confirmation, phone verification, or using a third-party service to verify consent. 

16) Data Fiduciaries must not engage in any data processing that could have a detrimental 

effect on the well-being of a child. This means businesses should avoid practices that 

could harm a child either physically, psychologically, or socially. 

17) As per section 9 (3) of the act states that businesses are prohibited from engaging in 

tracking or behavioral monitoring of children and from carrying out targeted advertising 

directed at children. 

18) The provisions in section 9(1) and section 9 (3) may not apply to certain classes of data 

fiduciaries or specific purposes, provided these are prescribed by the government. 

19) Section 9(5) of the act talks about the exemption based on safe processing. The central 

government may allow certain data fiduciaries to be exempt from some of these 

obligations if they can demonstrate that their processing of children’s data is done in a 

verifiably safe manner. 

20) Section 12(2) of the act talks about the right to correction, completion, and updating of 

data which businesses must take action upon receiving a request from a data  principal 

to correct, complete, or update their personal data. 

21) Section 122(3) of the act talks about the right to erasure of personal data. A data 

principal has the right to request the erasure of their personal data, and businesses must 

comply with the request unless retention of data is necessary and is in compliance with 

the law. 

22) The manner in which a data principal makes a request for erasure, and possibly for 

correction and updating, will be prescribed by the relevant regulatory authority or 

government. Businesses will need to adhere to these prescribed methods.5 

                                                             
5 Meity.gov.in, The Digital Personal Data Protection Act,2023, 11 August 2023  

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 1 | March 2025       ISSN: 2581-8503 

  

23) Failure to comply with the provisions of the Act will result in the imposition of 

penalties. 

 

Sl.No. Breach of Provisions Penalty 

1. Breach in observing the obligation of data 

fiduciary to take reasonable security 

safeguards to prevent a personal data breach 

under section 8(5)  

May extend to two hundred and 

fifty crore rupees 

2. Breach in observing the obligation to give 

the board or affected data principal notice of 

a personal data breach under section 6 (8) 

May extend to two hundred crore 

rupees 

3. Breach in observance of additional 

obligations in relation to children under 

section 9 

May extend to two hundred crore 

rupees 

4. Breach in observance of additional 

obligations of significant data fiduciary 

under section 10 

May extend to one hundred and 

fifty crore rupees 

5. A breach in observance of the duties under 

section 15 

May extend to ten thousand rupees 

6. Breach of any other provisions of this Act or 

the rules made thereunder 

May extend to fifty crore rupees 

      

The DPDPA 2023 has had a profound impact on a wide range of business sectors, 

changing how operations are carried out in the following areas:  

Financial Services: Since data is essential to processes like credit scoring, risk assessment, 

and fraud detection, financial institutions are now required to obtain express consent before 

processing data. Long-term relationships are maintained through the Act's promotion of 

transparency and strengthening of customer trust, despite the possibility that compliance will 

result in higher operating costs. 
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E-commerce: Processing children's data is one of the major issues that e-commerce companies 

must deal with. Nowadays, parental approval is needed for child-targeted advertising and 

profiling. In order to comply with the new regulations, businesses must adopt "privacy by 

design," implement privacy frameworks and modify their marketing strategies. 

 

Healthcare: When collecting or sharing patients' sensitive medical data, the healthcare 

industry must get their express consent. This mandate is driving investments in safe data 

processing and storage technologies to safeguard vital health data.  

 

Technology and IT Services: Organizations that handle a lot of user data are reevaluating 

their data management systems. To maintain compliance, handle data breaches, and defend 

user rights, they are implementing cutting-edge privacy technologies—incorporating data 

protection into the innovation lifecycle.6 

 

Conclusion 

In conclusion, the Digital Personal Data Protection Act 2023 marks the beginning of a new era 

for Indian companies. The Act promotes confidence in the digital economy by placing a high 

priority on accountability, transparency, and customer empowerment. As companies adjust to 

these developments, they ought to see compliance as a driving force behind creativity and long-

term expansion. In this changing environment, companies that align their operations with the 

DPDPA will not only comply with legal requirements but also establish a strong basis for 

sustained success in a world that is driven by data. 

 

Possibilities Amid Difficulties Although the DPDPA necessitates investment, it also offers 

chances for creativity and fostering trust. Companies that actively welcome these developments 

can establish themselves as industry leaders in data security and ethics. The Act also 

encourages privacy-focused innovation, including next-generation consent procedures, 

anonymized processing, and secure data analytics. Businesses can use data protection as a 

competitive advantage in an increasingly digital economy by making it a top priority.7 

                                                             
6 Jisasoftech, Impact of Digital Personal Data Protection Act 2023 on Businesses in India, 21 February 2025 
7 Usercentrics, India Digital Personal Protection Act Overview, 21 February 2024 
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