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White Black Legal remains committed to academic integrity, ethical research practices, and the

dissemination of accessible legal scholarship to a global readership.

Page | 2


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 6 | April 2026 ISSN: 2581-8503

AIM & SCOPE

The aim of White Black Legal — The Law Journal is to promote excellence in legal research
and to provide a credible academic forum for the analysis, discussion, and advancement of
contemporary legal issues. The journal encourages original, analytical, and well-researched

contributions that add substantive value to legal scholarship.

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and
interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal
professionals, researchers, scholars, and students who demonstrate intellectual rigour,

analytical clarity, and relevance to current legal and policy developments.

The scope of the journal includes, but is not limited to:
e Constitutional and Administrative Law
e Criminal Law and Criminal Justice
e Corporate, Commercial, and Business Laws
e Intellectual Property and Technology Law
e International Law and Human Rights
e Environmental and Sustainable Development Law
e Cyber Law, Artificial Intelligence, and Emerging Technologies

e Family Law, Labour Law, and Social Justice Studies

The journal accepts original research articles, case comments, legislative and policy analyses,
book reviews, and interdisciplinary studies addressing legal issues at national and international
levels. All submissions are subject to a rigorous double-blind peer-review process to ensure
academic quality, originality, and relevance.

Through its publications, White Black Legal — The Law Journal seeks to foster critical legal
thinking and contribute to the development of law as an instrument of justice, governance, and
social progress, while expressly disclaiming responsibility for the application or misuse of

published content.

Page | 3


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 6 | April 2026 ISSN: 2581-8503

“DATA PRIVACY AND PROTECTION UNDER THE
INFORMATION TECHNOLOGY ACT, 2000”

AUTHORED BY - JEEVIKA K & DR. M. NIRMAL DEV
Vels Institute of Science, Technology & Advanced Studies (VISTAS) - School of law

CHAPTER 1: Introduction
1.1 Object and Scope of the Study

The present study aims to critically examine the concept of data privacy and data protection
within the Indian legal framework, primarily focusing on the provisions of the Information
Technology Act, 2000, along with the Information Technology (Reasonable Security
Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011 and the
recent legislative development, namely the Digital Personal Data Protection Act, 2023. The
study seeks to analyse how these laws collectively regulate the collection, processing,
storage, and protection of personal and sensitive data in an increasingly digital society.

The object of this study is not only to understand the legal definitions of data privacy and
data protection but also to examine their practical implications in real-world digital
interactions. It aims to explore how personal information—ranging from basic
identification details to highly sensitive data such as financial and biometric information—
is handled by individuals, corporations, and government authorities. The study further
intends to highlight the importance of protecting such data in order to preserve individual

autonomy, dignity, and informational self-determination.

The scope of the study extends to a detailed analysis of different categories of data
recognised under Indian law, including personal data, sensitive personal data, and financial
and biometric data. It also examines the core principles governing data protection, such as
consent, purpose limitation, data minimisation, and security safeguards, which form the
foundation of a fair and lawful data processing system. These principles are analysed not
only from a statutory perspective but also in terms of their practical application by

organisations handling user data.
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Furthermore, the study evaluates key data privacy issues arising in cyberspace, including
unauthorized access, hacking, identity theft, phishing, online fraud, misuse of personal data
by companies, and increasing trends of surveillance and tracking. It also considers
emerging technological challenges such as artificial intelligence, big data analytics, and

digital profiling, which pose new risks to data privacy.

In addition, the study explores the legal remedies and protection mechanisms provided
under the Information Technology Act, 2000, including important provisions such as
Sections 43, 66, 66C, 66D, 66E, 43A, and 72, supported by relevant judicial decisions. It
also examines the evolving role of the judiciary in interpreting these provisions and

safeguarding individual rights.

Special emphasis is placed on the recognition of the right to privacy as a fundamental right
by the Supreme Court in Justice K.S. Puttaswamy v. Union of India, which has significantly
influenced the development of data protection jurisprudence in India. The study analyses
how constitutional principles under Articles 14, 19, and 21 interact with statutory laws to

create a broader framework for privacy protection.

Finally, the study also covers contemporary challenges in data protection, including legal
inadequacies, enforcement issues, cross-border data flow concerns, lack of awareness, and
weak cybersecurity infrastructure. By addressing these issues, the study aims to provide a
comprehensive understanding of the current state of data privacy and protection in India

and to identify areas requiring legal and institutional reform.

1.2 Research Problem / Research Statement

With the rapid expansion of digital technologies, the protection of personal data has emerged
as one of the most significant legal and social concerns of the modern era. The increasing
dependence on digital platforms for communication, financial transactions, governance, and
social interaction has resulted in the large-scale generation, collection, and processing of
personal data. In this context, ensuring data privacy and protection has become both a legal

necessity and a fundamental aspect of individual autonomy.

In India, the Information Technology Act, 2000 serves as the primary legislation governing

cyber activities and certain aspects of data protection. While the Act provides mechanisms to
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address issues such as unauthorized access, data theft, and cyber offences, it was enacted at a
time when digital ecosystems were still in their infancy. Consequently, its provisions are often
considered limited in scope, fragmented in nature, and insufficient to address contemporary
challenges posed by rapidly evolving technologies.

One of the core problems lies in the absence of a comprehensive and unified data protection
framework within the traditional cyber law regime. The existing provisions primarily focus on
penalising specific cyber offences rather than establishing a robust system for preventive data
governance, accountability, and user rights. This creates a reactive legal environment where
remedies are often available only after a violation has occurred, rather than preventing such

violations at the outset.

Furthermore, the emergence of advanced technologies such as artificial intelligence, machine
learning, big data analytics, cloud computing, and the Internet of Things (1oT) has significantly
complicated the data protection landscape. These technologies enable large-scale data
processing, profiling, and automated decision-making, often without meaningful or informed
consent of individuals. As a result, individuals lose effective control over their personal

information, raising serious concerns regarding informational privacy, autonomy, and dignity.

Another critical dimension of the problem is the power imbalance between individuals and
data-collecting entities, particularly large corporations and digital platforms. Users frequently
provide consent through complex and lengthy privacy policies without fully understanding the
implications, leading to what is often referred to as “consent fatigue.” This undermines the very
foundation of consent-based data protection and facilitates the-misuse, commercialisation, and

exploitation of personal data.

In addition, the increasing incidents of data breaches, identity theft, phishing attacks, and
unauthorized data sharing highlight the vulnerabilities within existing systems. The lack of
strong enforcement mechanisms, limited regulatory oversight, and inadequate cybersecurity
infrastructure further exacerbate these risks. The global nature of data flows also introduces
jurisdictional challenges, as data is often stored or processed across multiple countries, making

enforcement of domestic laws more complex.

The recognition of the right to privacy as a fundamental right has added a constitutional
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dimension to data protection. However, there remains an ongoing challenge in balancing
individual privacy rights with legitimate state interests, such as national security and
surveillance. The absence of clear safeguards and proportionality standards in certain contexts

raises concerns regarding potential misuse of surveillance powers.

Although the introduction of the Digital Personal Data Protection Act, 2023 represents a
significant step towards addressing these gaps, questions remain regarding its effectiveness,
scope, enforcement mechanisms, and practical implementation. Concerns relating to
exemptions, regulatory capacity, and compliance continue to be debated in academic and legal

circles.

Therefore, the central research problem addressed in this study is whether the existing and
emerging legal framework in India is adequately equipped to ensure effective, comprehensive,
and enforceable data privacy and protection in the face of rapidly evolving technological and
societal changes. The study seeks to critically examine the strengths and limitations of the
current regime and to identify the need for a more cohesive, adaptive, and rights-oriented

approach to data protection.

1.3 Research Questions
The study is guided by the following research questions:
1. What is the conceptual difference between data privacy and data protection under
Indian law?
2. What are the different types of data recognised under the Information Technology Act,
2000 and related rules?
3. What principles govern data protection in India?
4. What are the major data privacy issues in cyberspace?
5. How effective are the legal provisions under the Information Technology Act, 2000 in
protecting data?
6. What role does the judiciary play in safeguarding the right to privacy?

7. What are the key challenges in ensuring data protection in the digital age?

1.4 Hypothesis
The study is based on the hypothesis that while the Information Technology Act, 2000 provides

a foundational framework for data protection, it is insufficient to address the complexities of
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modern digital challenges. The absence of a comprehensive and updated legal regime results
in gaps in enforcement, inadequate protection of personal data, and increased vulnerability to

cyber threats.

1.5 Methodology
This research adopts a doctrinal method of study, primarily based on secondary sources of
data. The analysis relies on statutory provisions such as the Information Technology Act,
2000, the SPDI Rules, 2011, and the Digital Personal Data Protection Act, 2023.
Further, judicial decisions and case laws have been examined to understand the
interpretation and application of data protection laws. The study also makes use of books,
research articles, and authentic online legal sources to provide a comprehensive

understanding of the subject.

1.6 Limitations of the Study
While the present study attempts to provide a comprehensive analysis of data privacy and
protection under the Information Technology Act, 2000, along with related legal

developments, it is subject to certain limitations.

Firstly, the scope of the study is confined primarily to the Indian legal framework,
particularly the Information Technology Act, 2000, the SPDI Rules, 2011, and the Digital
Personal Data Protection Act, 2023. The study does not undertake a detailed comparative
analysis with international data protection regimes such as the European Union’s GDPR or
other global standards. As a result, the research may not fully capture global best practices
or comparative legal insights that could further strengthen the analysis.

Secondly, the research is doctrinal in nature, relying exclusively on secondary sources such
as statutes, case laws, books, research articles, and authentic online materials. 1t does not
incorporate empirical methods such as surveys, interviews, or field-based research.
Therefore, the study does not reflect real-time public perception, practical challenges faced
by individuals, or the actual implementation issues encountered by organisations in

handling personal data.

Another limitation arises from the rapidly evolving nature of technology and cyber law.

With continuous advancements in areas such as artificial intelligence, machine learning,
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big data analytics, and cybersecurity, legal frameworks often struggle to keep pace.
Consequently, certain recent developments, emerging threats, or policy changes may not

be fully addressed within the scope of this study.

Further, the study is limited in its practical enforcement analysis. While it discusses legal
provisions and judicial interpretations, it does not extensively evaluate the effectiveness of
enforcement agencies, regulatory bodies, or adjudicatory mechanisms in dealing with cyber
offences and data protection violations.

Additionally, the research does not deeply explore the technical dimensions of
cybersecurity, such as encryption standards, network security mechanisms, or system
vulnerabilities. The focus remains primarily on the legal and conceptual aspects rather than

the technological implementation of data protection measures.

Lastly, the study acknowledges that awareness and behavioural aspects of individuals—
such as user negligence, lack of digital literacy, and consent fatigue—are discussed only in

a general sense and not supported by empirical data or statistical analysis.

Despite these limitations, the study provides a structured and meaningful understanding of
the legal framework governing data privacy and protection in India and highlights the need

for further research integrating legal, technological, and empirical perspectives.

1.7 Scheme of the Study
The study is organised into the following chapters:
o Chapter 1: Introduction — Covers the object, scope, research problem, methodology,
and structure of the study.
o Chapter 2: Concept of Data Privacy and Data Protection — Discusses definitions,
differences, and types of data.
o Chapter 3: Data Privacy Issues in Cyberspace — Examines various cyber threats and
privacy concerns.
o Chapter 4: Legal Framework under the Information Technology Act, 2000 — Analyses
statutory provisions and case laws.
o Chapter 5: Role of Judiciary and Right to Privacy — Explores judicial interpretation and

constitutional protection of privacy.
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o Chapter 6: Challenges in Data Protection under Cyber Law — Identifies key issues and
limitations in the current system.

e Chapter 7: Conclusion and Suggestions — Provides findings and recommendations.

1.8 Literature Review

The concept of data privacy and data protection has attracted significant scholarly attention,
particularly in the context of rapid digitalisation, globalisation of data flows, and the expansion
of internet-based services. Legal scholars, policymakers, and researchers have extensively
analysed the evolving nature of personal data protection and the challenges associated with
regulating it in a technologically advanced society.

Early literature on data protection in India primarily focused on the Information Technology
Act, 2000 as the foundational legal framework governing cyber activities. Scholars have
observed that while the Act introduced provisions to address cyber offences and unauthorized
access, it was not originally designed as a comprehensive data protection legislation. Its
approach has been described as fragmented and reactive, dealing with specific offences rather
than establishing a holistic privacy regime.

Subsequent academic discussions highlighted the significance of the Information Technology
(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 (SPDI Rules). These rules marked an important development by formally
recognising “sensitive personal data” and imposing obligations on corporate entities regarding
data collection, storage, and security. Researchers have noted that the SPDI Rules introduced
key concepts such as consent, privacy policies, and reasonable security practices, thereby
laying the groundwork for a structured data protection mechanism in India. However, scholars
have also criticised these rules for their-limited applicability,-as they primarily apply to body
corporates and not to government entities, creating gaps in protection.

With the advancement of technology, recent literature has increasingly focused on the need for
a comprehensive and dedicated data protection law. This led to extensive academic discourse
surrounding the enactment of the Digital Personal Data Protection Act, 2023. Scholars have
analysed this legislation as a significant step towards aligning India’s data protection
framework with global standards. The Act introduces modern concepts such as data fiduciaries,
data principals, lawful processing, and accountability, thereby shifting the legal framework
from a fragmented approach to a more structured and rights-based regime.

At the same time, contemporary research also raises concerns regarding certain aspects of the

2023 Act, including broad exemptions for government agencies, potential issues relating to
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enforcement, and the need for clearer regulatory mechanisms. Scholars argue that while the
Act represents progress, its effectiveness will largely depend on implementation, institutional
capacity, and regulatory oversight.

Another major area of focus in legal literature is the role of the judiciary in shaping the concept
of data privacy. The landmark judgment in Justice K.S. Puttaswamy v. Union of India (2017)
has been widely analysed as a turning point in Indian constitutional law. Academic writings
emphasise that the recognition of privacy as a fundamental right under Article 21 has provided
a strong constitutional foundation for data protection laws. Scholars further highlight that this
judgment introduced key principles such as dignity, autonomy, and informational self-
determination, which now form the core of privacy jurisprudence in India.

In addition to statutory and judicial analysis, recent studies have explored the impact of
emerging technologies on data privacy. Topics such as artificial intelligence, big data analytics,
surveillance technologies, and algorithmic decision-making have been identified as significant
challenges to traditional data protection frameworks. Researchers argue that these technologies
enable large-scale data collection and processing, often without meaningful user consent,
thereby increasing the risk of misuse and privacy violations.

Furthermore, literature also emphasises the growing importance of data protection principles,
such as consent, purpose limitation, data minimisation, transparency, and accountability.
Scholars view these principles as essential tools for ensuring ethical data practices and
protecting individual rights in the digital ecosystem.

Despite the progress in legal and academic discourse, a consistent theme across the literature
is the gap between law and practice. Many studies point out issues such as weak enforcement
mechanisms, lack of awareness among users, inadequate cybersecurity infrastructure, and
challenges in cross-border data regulation. These factors-continue to hinder the effective
implementation of data protection laws in India.

Overall, the literature reflects a gradual evolution from a fragmented legal framework to a more
comprehensive and rights-oriented approach to data protection. However, it also underscores
the need for continuous legal reform, stronger enforcement, and increased public awareness to

address the dynamic challenges posed by the digital age.

CHAPTER 2 : Concept of Data Privacy and Data Protection
2.1 Definition of data privacy
Data privacy refers to the protection and proper handling of personal information that can be

used to identify an individual, either directly or indirectly. This includes details such as a
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person’s name, address, identification numbers, financial information, health records,
biometric data, and any other data that can single out or trace an individual’s identity. In the
digital age, where vast amounts of personal information are constantly being generated, stored,
and processed, safeguarding such data has become a critical legal and societal concern.

In India, the concept of data privacy has traditionally been governed by the Information
Technology Act, 2000 along with the Information Technology (Reasonable Security Practices
and Procedures and Sensitive Personal Data or Information) Rules, 2011. These rules impose
obligations on organizations, particularly “body corporates,” to ensure that sensitive personal
data or information (SPDI) is collected, processed, and stored securely. Sensitive data under
these rules includes critical categories such as passwords, financial information (bank account
or credit card details), health conditions, medical records, sexual orientation, and biometric
information. Organizations are required to obtain consent before collecting such data and must
implement reasonable security practices to prevent unauthorized access, misuse, disclosure, or
data breaches.

However, the IT Actand SPDI Rules were limited in scope, as they primarily applied to private
entities and lacked a comprehensive framework covering all aspects of data processing.
Recognizing these gaps, India introduced the Digital Personal Data Protection Act, 2023, which
represents a significant advancement in the legal regime governing data privacy.

The Digital Personal Data Protection Act, 2023 specifically focuses on digital personal data,
that is, personal data in digital form or data that is digitized subsequently. The Act lays down
detailed provisions relating to the collection, processing, storage, and protection of such data,
emphasizing principles like consent, purpose limitation, data minimisation, and accountability.
One of its notable features is its extraterritorial application, meaning that it applies not only to
data processed within India but also to processing-activities outside India if they involve
offering goods or services to individuals within India.

Furthermore, the Act strengthens the rights of individuals (Data Principals) by granting them
rights such as access to their data, correction of inaccuracies, and erasure of personal data. It
also imposes strict obligations on data fiduciaries to ensure compliance, implement security
safeguards, and report data breaches.

Thus, data privacy in India has evolved from a limited, sector-specific approach under the IT
Act, 2000 to a more comprehensive and rights-based framework under the Digital Personal
Data Protection Act, 2023. This evolution reflects the growing importance of protecting
personal data in an increasingly digital and interconnected world, where misuse of information

can have serious consequences for individual autonomy, dignity, and security.
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Exact Quotation:

Y“The right to privacy is implicit in the right to life and liberty guaranteed by Article 21.”
Other Important Line:

“A citizen has a right to safeguard the privacy of his own... family, marriage, procreation,
motherhood, child-bearing and education.”

R. Rajagopal v. State of Tamil Nadu : In this case, the Supreme Court explicitly linked
privacy with Article 21 and held that “the right to privacy is implicit in the right to life and
liberty guaranteed by Article 21.” The Court also emphasized that individuals have the right to
protect personal aspects of their life, stating that a citizen can safeguard matters relating to
family, marriage, and other private affairs. This case strengthened the idea that individuals have

control over their personal information.

2.2 Definition of Data Protection:

Data protection refers to the legal and technical framework aimed at safeguarding an
individual’s personal information while ensuring its lawful, fair, and secure processing. In
simple terms, it involves protecting personal data from misuse, unauthorized access, disclosure,
alteration, or destruction, while also regulating how such data is collected, stored, and utilized
by organizations. It covers a wide range of personal information, including financial details,
health records, sensitive personal data, login credentials, and other identifying information that,
if compromised, could harm an individual’s privacy, security, or dignity.

In India, the early framework for data protection was primarily governed by the Information
Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011, framed under the Information Technology Act, 2000. These rules
laid down obligations for “body corporates” regarding the collection, processing, and storage
of Sensitive Personal Data or Information (SPDI). They required organizations to obtain prior
consent, maintain privacy policies, and implement reasonable security practices such as
encryption and access controls. The rules also identified categories of sensitive data, including
financial information, health data, passwords, and biometric details, thereby emphasizing the
need for enhanced protection of such information.

However, the SPDI Rules were limited in scope, as they applied mainly to private entities and

lacked comprehensive enforcement mechanisms. To address these limitations and align with

1 R. Rajagopal v. State of Tamil Nadu, (1994) 6 SCC 632.
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global data protection standards, India enacted the Digital Personal Data Protection Act, 2023,
which significantly strengthens and modernizes the data protection regime.

The Digital Personal Data Protection Act, 2023 introduces a comprehensive and structured
framework governing the processing of digital personal data. It clearly defines the roles of Data
Fiduciaries and Data Principals and establishes key principles such as consent-based
processing, purpose limitation, data minimisation, accountability, and security safeguards. The
Act imposes strict obligations on organizations to ensure that personal data is handled
responsibly and protected against breaches.

A notable feature of the Act is its enhanced protection for children’s data, requiring parental
consent for processing data of minors and imposing restrictions on tracking, behavioral
monitoring, and targeted advertising directed at children. This reflects a heightened concern
for vulnerable groups in the digital ecosystem.

Additionally, the Act has extraterritorial application, meaning that it applies not only to data
processed within India but also to processing carried out outside India if it relates to offering
goods or services to individuals within India. This provision ensures that personal data of
Indian citizens remains protected even in cross-border data processing scenarios.

The Act also mandates data breach notification, requiring organizations to inform both the Data
Protection Board of India and affected individuals in case of a breach. Non-compliance can
result in significant financial penalties, thereby reinforcing accountability.

In essence, data protection in India has evolved from a limited compliance-based approach
under the SPDI Rules, 2011 to a more robust, rights-based, and comprehensive legal
framework under the Digital Personal Data Protection Act, 2023. This shift reflects the growing
importance of protecting personal data in an increasingly digital world, ensuring that
individuals’ information is handled with care, responsibility, and respect for their fundamental

right to privacy.

Exact Quotation:

2“The right to privacy is protected as an intrinsic part of the right to life and personal liberty
under Article 21.”

Other Important Observation:

“Informational privacy is a facet of the right to privacy.”

Justice K.S. Puttaswamy v. Union of India : In this landmark case, the Supreme Court clearly

2 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (Supreme Court of India).
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established that the right to privacy is a fundamental right under Article 21 of the Constitution.
The Court stated that “the right to privacy is protected as an intrinsic part of the right to life
and personal liberty under Article 217 and further recognized that “informational privacy is a
facet of the right to privacy.” This means that protection of personal data is an essential part of
an individual’s dignity and autonomy, forming the foundation of modern data protection law
in India.

2.3 Difference between privacy and protection

Data Privacy:

Data privacy refers to the individual’s right to control the collection, use, disclosure, and
sharing of personal information, and it is fundamentally linked to the concepts of personal
autonomy, dignity, and liberty. It emphasizes the idea that individuals should have the power
to decide how, when, and to what extent their personal data is accessed and utilized by others.
Thus, data privacy is inherently a rights-based concept, focusing on the protection of the
individual rather than merely the data itself.

In the Indian context, data privacy derives its strongest legal foundation from constitutional
jurisprudence. The landmark judgment in Justice K.S. Puttaswamy v. Union of India (2017)
unequivocally recognized the right to privacy as a fundamental right under Article 21 of
the Constitution. The Supreme Court held that privacy is intrinsic to life and personal liberty
and extends to informational privacy, which includes the right of individuals to control their
personal data. The Court emphasized that informational self-determination is a core aspect of
human dignity, thereby elevating data privacy to a constitutional guarantee.

Further strengthening this principle, the Digital Personal Data Protection Act, 2023 establishes
a framework that prioritizes consent-based data processing. It mandates that personal data
can only be processed upon obtaining free, informed, specific, and unambiguous consent
from the Data Principal. The Act also grants individuals several rights, such as the right to
access, correct, and erase personal data, thereby reinforcing their control over personal
information.

Earlier, the Information Technology Act, 2000 along with the Information Technology
(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011 reflected elements of privacy protection by requiring consent before collecting
sensitive personal data. However, these provisions were limited in scope and lacked a
comprehensive rights-based approach.

Thus, data privacy is a broad and overarching concept that focuses on individual rights,

autonomy, consent, and lawful data usage. It seeks to ensure that individuals remain at the
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center of data governance and retain meaningful control over their personal information.

Data Protection:

Data protection, in contrast, refers to the legal, technical, and organizational measures
implemented to safeguard personal data against unauthorized access, misuse, loss, or
breaches. It is more concerned with the security, integrity, and proper handling of data
rather than the individual’s control over it. Therefore, data protection is often described as a
compliance-based and process-oriented concept, focusing on how data is managed and
secured by organizations.

In India, the concept of data protection has been primarily governed by statutory provisions.
Section 43A of the Information Technology Act, 2000 imposes liability on companies for
negligence in implementing reasonable security practices, leading to wrongful loss or gain.
Similarly, the Information Technology (Reasonable Security Practices and Procedures and
Sensitive Personal Data or Information) Rules, 2011 require organizations to adopt appropriate
security measures such as encryption, access controls, and data protection policies.

The enactment of the Digital Personal Data Protection Act, 2023 has significantly strengthened
the data protection framework in India. The Act imposes comprehensive obligations on data
fiduciaries, including the implementation of security safeguards, data minimisation,
purpose limitation, and accountability mechanisms. It also mandates data breach
notifications and prescribes substantial penalties for non-compliance, thereby ensuring stricter
enforcement.

Judicial interpretation has also reinforced the importance of data protection. In Justice K.S.
Puttaswamy (Aadhaar) v. Union of India (2018), the Supreme Court upheld the Aadhaar
scheme but emphasized that any data collection must satisfy the principles-of legality,
necessity, and proportionality. The Court highlighted that robust data protection measures
are essential, especially when dealing with sensitive information such as biometric data, to
prevent misuse and ensure security.

Therefore, data protection is narrower in scope compared to data privacy and primarily
focuses on safeguarding data through legal compliance, technological safeguards, and
institutional mechanisms. It ensures that once data is collected, it is handled responsibly and
protected against risks.

Analytical Distinction

While data privacy and data protection are closely related and often used interchangeably, they

represent two distinct yet interdependent dimensions of modern data governance. The
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distinction lies primarily in their focus, scope, and underlying objectives.

Data privacy is fundamentally a rights-oriented concept, centered on the individual and their
ability to exercise control over personal information. It addresses normative questions such as
who has the authority to collect data, under what conditions it may be processed, and to what
extent individuals can control or restrict such processing. In this sense, privacy is deeply rooted
in constitutional values such as dignity, autonomy, and personal liberty, as recognized in
Justice K.S. Puttaswamy v. Union of India (2017). It establishes the principle that personal data
belongs to the individual and that any interference must satisfy standards of legality, necessity,
and proportionality.

In contrast, data protection is a compliance-driven and process-oriented concept, focusing
on the systems, safeguards, and institutional mechanisms required to secure personal data once
it has been collected. It answers practical and operational questions such as how data should
be stored, what security measures must be implemented, how breaches are prevented, and how
accountability is ensured. Thus, while privacy determines the legitimacy of data processing,
protection ensures the security and integrity of that data throughout its lifecycle.

Another key point of distinction lies in their functional roles. Data privacy operates as a
preventive principle, restricting unnecessary or excessive data collection at the outset through
mechanisms like consent and purpose limitation. Data protection, on the other hand, acts as a
protective and corrective framework, mitigating risks through security safeguards, breach
notifications, and enforcement mechanisms. In other words, privacy seeks to limit exposure,
whereas protection seeks to secure what has already been exposed or collected.

From a legal perspective, the Digital Personal Data Protection Act, 2023 integrates both these
dimensions into a unified framework. Provisions relating to consent, purpose limitation, and
data principal rights reflect privacy-centric principles, while obligations such as security
safeguards, accountability, and breach reporting embody data protection requirements. This
demonstrates that modern legislation does not treat them as isolated concepts but as mutually
reinforcing components of a comprehensive regulatory system.

Furthermore, the distinction can also be understood in terms of risk and responsibility
allocation. Data privacy primarily empowers individuals by granting them rights and control,
whereas data protection imposes duties and liabilities on organizations (data fiduciaries).
This dual structure ensures a balance between individual empowerment and institutional
accountability, which is essential in large-scale digital ecosystems.

Importantly, neither concept can function effectively in isolation. Strong data protection

measures without privacy safeguards may lead to secure but unjustified data collection,
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while robust privacy rights without adequate protection mechanisms may result in lawful but
insecure data handling. Therefore, their interdependence is crucial—privacy sets the
boundaries of lawful processing, and protection ensures that such processing is carried out
securely and responsibly.

In conclusion, data privacy and data protection are conceptually distinct but functionally
inseparable. Together, they create a holistic framework that not only safeguards personal
information but also upholds constitutional values and promotes trust in the digital economy.
Their combined application is essential for achieving a balanced approach to data governance

in India’s rapidly evolving technological landscape.

2.4 Types of data:

Data can be classified into personal data, sensor, personal data, and financial and biometric
data. These three type of data or how the statutes classify forms of data

Personal data

Under the Digital Personal Data Protection Act, 2023, Section 2(t) — Definition of Personal
Data

“‘personal data’ means any data about an individual who is identifiable by or in relation to
such data.”

When an individual can be identified using any information, either directly or indirectly that
data amounts to personal data as per the information technology act 2000, read with the SPDI
rules 2011, personal information shall include name, address, email, phone number, et cetera
and as provided under the digital personal data protection act 2023, any data used as identifiable
to find an individual. It’s considered as personal data. Under the Information Technology Act,
2000, read with Rule 2(i) of the Information Technology (Reasonable Security Practices and
Procedures and Sensitive Personal Data or Information) Rules, 2011, the term ‘“personal
information” is legally defined as “any information that relates to a natural person, which,
either directly or indirectly, in combination with other information available or likely to be
available with a body corporate, is capable of identifying such person.” This provision
establishes that personal information includes not only data that directly identifies an individual
but also information that, when combined with other available data, can lead to the
identification of a person, thereby broadening the scope of data protection under Indian cyber
law.

Sensitive Personal Data

Sensitive personal data mainly denotes confidential nature of the data, which can either be

Page | 18


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 6 | April 2026 ISSN: 2581-8503

personal information that requires high protection

3Under the SPDI Rules, 2011

Rule 3 — Definition of Sensitive Personal Data or Information

“‘Sensitive personal data or information’ of a person means such personal information which
consists of information relating to—

(i) password;

(i) financial information such as Bank account or credit card or debit card or other payment
instrument details;

(iii) physical, physiological and mental health condition;

(iv) sexual orientation;

(v) medical records and history;

(vi) biometric information;

(vii) any detail relating to the above clauses as provided to body corporate for providing
service; and

(viii) any of the information received under above clauses by body corporate for processing,
stored or processed under lawful contract or otherwise.”

These information is considered as sensitive personal data and are to be collected with prior
consent and when collected the collecting entity must impose stricter security obligation
Financial and biometric data

Under Rule 3(ii) of the SPDI Rules, 2011

“financial information such as Bank account or credit card or debit card or other payment
instrument details”

This data is considered as a sub category under sensitive personal data and these data mainly
financial information, such as bank account details, credit card, debit card details, income
details

Biometric Data

Under Rule 3(vi) of the SPDI Rules, 2011

Exact quotation:

“biometric information”

Biometric details such as fingerprint, Iris scan, scan recognition data, these data is are

considered as critical sensitive data, and they must be safe card with strict legal protection

3 Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011, Rule 3
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2.5 Principles of Data Protection (India)

Consent

Consent constitutes the foundational pillar of data protection law in India, reflecting the
principle of individual autonomy over personal information. Under the Digital Personal Data
Protection Act, 2023, personal data can be processed only upon obtaining free, specific,
informed, unconditional, and unambiguous consent from the Data Principal. This
requirement ensures that consent is not merely a formality but a meaningful expression of the
individual’s will. Consent must be obtained through clear affirmative action and cannot be
inferred from silence, pre-ticked boxes, or ambiguous conduct.

The requirement of “free consent” implies the absence of coercion, undue influence, fraud, or
misrepresentation, while “informed consent”” mandates that individuals must be provided with
adequate and understandable information regarding the nature, purpose, and consequences of
data processing. Additionally, consent must be specific and purpose-oriented, ensuring that
blanket or generalized consent for multiple uses is invalid.

A crucial aspect of this principle is the right to withdraw consent, which must be as simple
and accessible as the process of giving consent. This ensures continuous control of individuals
over their data and prevents perpetual or involuntary data processing. Upon withdrawal, the
data fiduciary is obligated to cease processing unless there exists another lawful basis.

The significance of consent is deeply rooted in the recognition of informational privacy as a
fundamental right in Justice K.S. Puttaswamy v. Union of India (2017), wherein the Supreme
Court emphasized that informational self-determination is integral to personal liberty. Thus,
consent operates not only as a statutory requirement but also as a constitutional safeguard,

ensuring dignity, autonomy, and control over personal data in the digital era.

Purpose Limitation

The principle of purpose limitation serves as a critical safeguard against arbitrary and excessive
use of personal data. It mandates that personal data must be collected only for a specific,
explicit, and lawful purpose, and must not be processed in a manner incompatible with that
purpose. This principle ensures that individuals are fully aware of the intended use of their data
at the time of collection.

Once consent is obtained for a defined objective, the data fiduciary is legally restricted from
using the data beyond that scope. Any deviation, such as using data for marketing, profiling,
or analytics beyond the original purpose, requires fresh and explicit consent from the Data

Principal. This restriction prevents the misuse or repurposing of personal data for unintended
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objectives.

Purpose limitation also enhances predictability and fairness in data processing, as
individuals can reasonably expect how their data will be used. It reduces the risk of exploitation
by ensuring that organizations cannot engage in hidden or secondary data practices without
accountability.

In the broader context of data governance, this principle fosters trust between individuals and
organizations by ensuring that personal data is not treated as a commaodity for unrestricted use,
but as sensitive information entrusted for a defined and legitimate purpose.

Data minimisation

The principle of data minimisation requires that only such personal data be collected which is
adequate, relevant, and limited to what is necessary for achieving the specified purpose. It
discourages the practice of excessive data collection and promotes a proportionality-based
approach to data processing.

Organizations must carefully assess the necessity of each category of data before collection
and ensure that no superfluous or unrelated information is obtained. This principle is
particularly significant in the age of big data, where there is a tendency to collect vast amounts
of information for potential future use.

Data minimisation plays a crucial role in reducing the risk and impact of data breaches, as
smaller datasets are easier to secure and less harmful if compromised. It also aligns with the
constitutional requirement of proportionality, as recognized in privacy jurisprudence.
Practically, this principle requires organizations to adopt privacy-by-design practices,
conduct data audits, and limit data collection to essential parameters. By doing so, it ensures

responsible data handling and prevents unnecessary intrusion into individuals’ private lives.

Security safeguard

The principle of security safeguards imposes a stringent obligation on data fiduciaries to ensure
that personal data is protected against unauthorized access, disclosure, alteration, or
destruction. Organizations are required to implement reasonable security practices and
procedures, including technological and organizational measures such as encryption,
firewalls, intrusion detection systems, access controls, and regular security audits.

A data breach occurs when personal data is exposed or accessed without authorization,
whether due to cyberattacks, system vulnerabilities, or human error. Such breaches can have

severe consequences, including identity theft, financial loss, reputational harm, and
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psychological distress.

The importance of security safeguards is further reinforced by the Information Technology
(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information)
Rules, 2011, which mandate the adoption of appropriate security standards by organizations
handling sensitive personal data.

Failure to implement adequate safeguards may result in legal liability, regulatory penalties,
and loss of consumer trust. Therefore, this principle ensures that data protection is not merely
theoretical but is supported by concrete and enforceable security mechanisms.

Accountability
The principle of accountability establishes that data fiduciaries are not only responsible for
complying with data protection laws but must also be able to demonstrate such compliance.
Under the Digital Personal Data Protection Act, 2023, organizations are required to implement
appropriate technical and organizational measures to safeguard personal data.
Accountability extends to all stages of data processing, including collection, storage, usage,
and deletion. In the event of a data breach, the data fiduciary must promptly notify the Data
Protection Board of India and the affected individuals, thereby ensuring transparency and
enabling timely remedial action.
This principle also mandates proactive steps such as:

« Maintaining records of data processing activities

o Conducting periodic audits and impact assessments

o Establishing internal data protection policies

«  Appointing responsible personnel for compliance
The imposition of strict penalties for non-compliance reinforces the seriousness of this
obligation. Accountability thus ensures that organizations adopt a culture of responsibility and

diligence, rather than treating data protection as a mere regulatory requirement.

Transparency

Transparency is a fundamental principle that ensures openness and fairness in data processing
activities. It requires that individuals be fully informed about the collection, use, storage,
and sharing of their personal data in a clear, accessible, and understandable manner.
Before collecting personal data, organizations must provide a comprehensive privacy notice,
detailing:

e The purpose of data collection
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e The categories of data being collected

e The identity of the data fiduciary

e The rights available to the Data Principal

e The mechanism for withdrawal of consent
This principle eliminates hidden practices and prevents deceptive or unfair data processing. It
empowers individuals to make informed decisions and exercise control over their personal
information.
Transparency is closely linked with the right to access, enabling individuals to verify whether
their data is being processed lawfully. It thus strengthens trust in digital ecosystems and ensures

accountability in organizational practices.

Storage Limitation

The principle of storage limitation ensures that personal data is retained only for as long as
necessary to fulfill the purpose for which it was collected. Once the purpose is achieved or
consent is withdrawn, the data must be erased or anonymized.

Under the Digital Personal Data Protection Act, 2023, organizations are prohibited from storing
personal data indefinitely or without justification. Retention must be based on necessity and
must be supported by legitimate reasons, such as compliance with legal obligations or
regulatory requirements.

This principle plays a crucial role in reducing the risk of long-term data exposure,
unauthorized access, and misuse. It prevents the accumulation of large volumes of outdated
or unnecessary data, which can become a liability over time.

By enforcing time-bound data retention, storage limitation ensures a balance between
operational efficiency and the protection-of individual privacy, thereby contributing to a secure

and responsible data ecosystem.

CHAPTER 3 : Data Privacy Issues in Cyberspace

3.1 Unauthorised access and hacking

When and foreign entity or foreign object gains an access without permission into a computer
system. Hackers may steal, alter or Delhi personal data often causing serious privacy and
security risk to individuals and organisations

The judgment in Shreya Singhal v. Union of India is an important case in the context of

cyberspace and digital rights, particularly concerning the misuse of online platforms and
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protection against arbitrary state action. In this case, the Supreme Court examined the
constitutional validity of Section 66A of the Information Technology Act, 2000, which
criminalised sending “offensive” messages through communication services. The Court
observed that vague expressions such as “information which may be grossly offensive... must
be distinguished from protected speech” could lead to misuse of power, as they do not clearly
define what constitutes an offence. As a result, the provision was struck down for violating the

fundamental right to freedom of speech and expression under Article 19(1)(a).

Although the case primarily deals with freedom of speech, it has indirect relevance to
unauthorized access and hacking in cyberspace. The judgment emphasises that online activities
must be regulated in a clear, precise, and lawful manner, and authorities cannot interfere
arbitrarily with digital communication or access to online systems. This creates an important
safeguard: while cybercrimes like hacking and unauthorized access must be prevented, any
action taken to regulate or monitor online behaviour must be legally justified and not excessive.
Therefore, the case highlights the need to strike a balance between cybersecurity and individual
digital rights, ensuring that protection against misuse of technology does not result in unlawful
intrusion or overreach by the state.

LEGAL CITATION

Shreya Singhal v. Union of India, (2015) 5 SCC 1

Principle: Protection against arbitrary online access and misuse

Exact line:

“Information which may be grossly offensive... must be distinguished from protected
speech.”

The Court emphasized limits on misuse of online systems,-indirectly safeguarding against
hacking and unauthorized interference with digital information.

3.2 ldentity, theft, and impersonation

When someone illegally uses other persons, identity or personal information such as Aadhaar
number, pan bank details and pretends to be them this amounts to identity theft, whereas
impersonation happens when a person opens a fake account or tries to take the identity of
another person in order to commit fraud amounting to use of the victims identity leading to
consequences of backfiring on the victim

Identity Theft and Impersonation Case: R. Rajagopal v. State of Tamil Nadu

In this case, the Supreme Court recognised that the right to privacy includes an individual’s

control over their personal identity and information. The Court held that no person can publish
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or use another individual’s personal details without consent, especially when such information
affects their private life. The observation that “the right to privacy is implicit in the right to life
and liberty” highlights that personal identity is legally protected under the Constitution. In the
context of cyberspace, this principle becomes highly relevant because identity theft and
impersonation are common digital crimes. When someone uses another person’s name,
photograph, or personal data to create fake accounts or commit fraud, it directly violates this
right. Thus, the case establishes that misuse of identity—whether offline or online—is not just
unethical but also a violation of fundamental rights.

3.3 Phishing and online fraud

Phishing is a form of cyber crime where a attacker tricks and individual into revealing sensitive
information like OTP password through message notification website, or fake emails
Whereas online fraud is a wide range of scams carried out through the means of internet, often
designed to steel Mani or personal data without the knowledge of the victim

Phishing and Online Fraud Case law: Avnish Bajaj v. State (NCT of Delhi)

This case arose from the famous “Bazee.com scandal,” where objectionable content was sold
through an online platform. The key issue before the Delhi High Court was whether the
platform owner (an intermediary) could be held liable for illegal activities conducted by users.
The Court observed that “the website was only an intermediary... liability depends on
knowledge,” meaning that intermediaries are not automatically liable unless they had
knowledge of the illegal act and failed to act. In relation to phishing and online fraud, this case
is important because many cybercrimes occur through online platforms, emails, or websites. It
establishes that intermediaries like websites, social media platforms, and service providers
must exercise due diligence and act responsibly when they become aware of fraudulent
activities. This forms the legal basis for-intermediary liability under the IT Act, especially in
preventing scams and protecting users.

3.4 Misuse of personal data by companies or platform

Many online platforms or companies are prone to collect personal data in exchange for services,
but miss you when such collected data is either shared sold or used for other purposes without
the proper consent or knowledge of the person. This can lead to violation of privacy, targeted
manipulation, unwanted advertisement and also rises serious concerns towards trust and data
protection

Misuse of Personal Data by Companies / Platforms Case: American Express Bank Ltd. v. Priya
Puri

In this case, the Delhi High Court dealt with the issue of confidentiality of customer
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information handled by a bank employee. The Court emphasised that client data, especially
financial and personal information, must be treated with strict confidentiality, and any
unauthorized use or disclosure amounts to a breach of trust. The statement “use of client data. ..
constitutes breach of confidentiality” reflects the legal obligation of companies to protect user
data. In the modern digital context, companies and online platforms collect vast amounts of
personal data, including financial details, browsing habits, and personal preferences. Misuse of
such data—whether for profit, sharing with third parties, or without consent—uviolates privacy
rights. This case highlights that organisations have a legal duty to ensure data protection and

can be held accountable if they misuse or improperly handle personal information.

3.5 Surveillance and tracking

Surveillance amounts to monitoring of an individual online activity by employers, private
companies or often done by government and tracking collecting of data such as browsing
habits, location and online behaviour. Tracking can also be used for security of service
improvement, but it can also lead to excessive surveillance, which can violation of personal
privacy and freedom under the information technology act 2000.

Surveillance and Tracking Case law : Govind v. State of Madhya Pradesh

In this case, the Supreme Court examined the validity of police surveillance and recognised
that while the right to privacy is not absolute, any restriction on it must follow a proper legal
procedure. The Court stated that “right to privacy must be subject to restriction only by
procedure established by law,” meaning that surveillance cannot be arbitrary or excessive. This
principle is highly significant in today’s digital world, where governments and organisations
can track individuals through phone records, internet usage, and digital footprints. The case
laid the foundation that surveillance -must be lawful, necessary, and proportionate. In
cyberspace, this ensures that tracking technologies, data monitoring, and digital surveillance
are not misused and that individuals are protected from unjustified intrusion into their private
lives.

3.6 Data Breaches (Leak of Personal Information)

A data breach refers to the unauthorized exposure, access, or disclosure of sensitive personal
information without the consent of the individual. Such breaches may occur due to cyberattacks
like hacking, malware, or ransomware, as well as internal factors such as negligence, weak
security systems, or improper handling of data by organisations. Personal information that is
commonly affected includes names, passwords, financial details, Aadhaar numbers, contact

information, and even biometric data. Once this information is leaked, it can be exploited for
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identity theft, financial fraud, blackmail, or other illegal activities. Data breaches not only harm
individuals by causing financial loss and emotional distress but also reduce trust in digital
platforms and institutions. In the context of cyberspace, where vast amounts of data are
constantly stored and shared, the risk of such breaches is significantly higher, making strong
data protection measures, encryption, and legal safeguards essential to prevent misuse. The
landmark judgment in Justice K.S. Puttaswamy v. Union of India plays a foundational role in
understanding data breaches as a serious violation of individual rights in cyberspace. In this
case, the Supreme Court of India clearly recognised that the right to privacy is a fundamental
right under Article 21 of the Constitution, which guarantees the right to life and personal
liberty. The Court observed that privacy is not limited to physical space but extends to personal
information, including data shared and stored in digital environments.

The exact line from the judgment, “The right to privacy is protected as an intrinsic part of the
right to life and personal liberty,” establishes that any unauthorized access, disclosure, or
leakage of personal data—commonly known as a data breach—can amount to a violation of
this fundamental right. This means that when personal information such as financial details,
biometric data, or private communications is exposed without consent, it is not merely a
technical or security failure but also a constitutional concern.

The judgment further emphasized that individuals must have control over their personal data,
including how it is collected, stored, and used. It introduced the idea of informational privacy,
which is directly relevant in the digital age where large amounts of data are processed by
governments and private entities. Therefore, data breaches undermine this control and expose
individuals to risks like identity theft, financial fraud, and reputational harm.

In relevance to cyberspace, this case laid the groundwork for developing stronger data
protection frameworks in India, including the need for proper safeguards, accountability of data
handlers, and informed consent mechanisms. It also influenced later discussions and legislation
on data protection, making it clear that protecting personal data is essential for safeguarding

human dignity and autonomy in the digital era.

CHAPTER 4 : Legal Framework under the Information Technology Act, 2000 (Protection
Mechanisms)

Section 43 — Unauthorized access and data damage

Section 43 acts as a civil protection mechanism by preventing illegal access, copying,
downloading, or damage to computer systems, thereby safeguarding digital infrastructure. It

protects against hacking, data theft, virus attacks, and unauthorized system interference, and
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ensures compensation for wrongful loss caused to victims. The provision primarily imposes
civil liability rather than criminal punishment, making the offender liable to pay damages by
way of compensation to the affected person. The compensation can extend up to one crore
rupees (now adjudicated without strict upper limit under amendments) depending on the extent
of damage caused.
Protection mechanism: Prevents illegal access, copying, or damage to computer systems;
provides civil liability (compensation).

« Protects against hacking, data theft, virus attacks, and system damage.

e Ensures compensation for wrongful loss.
4“If any person without permission... accesses or secures access to such computer... damages
or causes to be damaged any computer...”
Case law:

o Bombay High Court (MahaMetro case, 2025) — held that unauthorized recording and

sharing of official digital communication falls under Section 43 as cyber offence.

Section 66 — Computer-related offences
Section 66 strengthens Section 43 by introducing criminal liability where acts are committed
dishonestly or fraudulently. It serves as a deterrent against serious cyber misconduct such as
hacking and unauthorized data manipulation. While Section 43 provides compensation, Section
66 ensures punishment in the form of imprisonment up to three years or fine up to five lakh
rupees, or both. This dual mechanism ensures both restitution and penal consequences, thereby
reinforcing cybersecurity enforcement.
Protection mechanism: Criminalizes dishonest or fraudulent cyber acts (hacking-related
offences).

o Converts Section 43 civil wrong into criminal offence when done dishonestly.

*“If any person, dishonestly or fraudulently, does any act referred to in section 43...”
Case law:

o State of Tamil Nadu v. Suhas Katti (2004) — first conviction under IT Act for cyber

harassment; courts applied Section 66 for online abuse and wrongful digital acts.

Section 66C — Identity Theft

3. The Information Technology Act, 2000, Section 43

5 The Information Technology Act, 2000, Section 66
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Section 66C provides protection against identity theft by criminalizing the fraudulent or
dishonest use of another person’s electronic signature, password, or unique identification
feature. This provision is crucial in addressing modern cyber threats such as credential theft,
account hacking, and digital impersonation. The punishment prescribed under this section is
imprisonment of either description up to three years and fine up to one lakh rupees. It ensures
that personal digital identity is legally protected and misuse is strictly
Protection mechanism: Protects personal identity and credentials.

e Prevents misuse of passwords, e-signatures, and digital identity.
S«Whoever, fraudulently or dishonestly makes use of the electronic signature, password or any
other unique identification feature...”
Case law:

e CBI v. Arif Azim (Google case, 2004) — court recognised misuse of online credentials

as identity fraud under IT Act provisions.

Section 66D — Cheating by impersonation
Section 66D addresses cyber fraud committed through impersonation using electronic means,
such as fake profiles, phishing emails, or fraudulent online schemes. It acts as a significant
safeguard against digital financial fraud and deception. The section prescribes imprisonment
up to three years and fine up to one lakh rupees, thereby deterring individuals from engaging
in online cheating practices. This provision plays a vital role in maintaining trust in digital
transactions and communications.
Protection mechanism: Prevents online impersonation and fraud.

« Protects against fake accounts, phishing, and digital scams.
"“Whoever, by means of any communication device or computer resource cheats by
personation...”
Case law:

« Karnataka High Court (2017 cyber fraud cases) — held fake online profiles used for

cheating fall under Section 66D.

Section 66E — Violation of Privacy

Section 66E safeguards the right to privacy by penalizing the intentional or knowing capture,

6 The Information Technology Act, 2000, Section 66C
7 The Information Technology Act, 2000, Section 66D
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publication, or transmission of images of a person’s private area without consent. This
provision is particularly relevant in cases of cyber voyeurism, non-consensual image sharing,
and online harassment. The punishment includes imprisonment up to three years or fine up to
two lakh rupees, or both, thereby emphasizing the seriousness of privacy violations in the
digital age.
Protection mechanism: Protects individual privacy and personal images.

« Punishes capturing or sharing private images without consent.
8“Whoever, intentionally or knowingly captures, publishes or transmits the image of a private
area of any person without his or her consent...”
Case law:

o Justice K.S. Puttaswamy v. Union of India (2017) — Supreme Court recognised privacy

as a fundamental right, strengthening Section 66E’s constitutional backing.

Section 43A — Compensation for failure to protect data
Section 43A imposes liability on body corporates for negligence in implementing reasonable
security practices and procedures in handling sensitive personal data. It serves as a corporate
accountability mechanism ensuring that companies take adequate steps to protect user data.
The penalty under this provision is in the nature of compensation (damages) payable to affected
persons, without a fixed statutory cap in practice, depending on the extent of negligence and
harm caused. This section plays a crucial role in data protection and corporate responsibility in
India.
Protection mechanism: Ensures corporate responsibility in data protection.

e Requires companies to adopt reasonable security practices.

« Provides compensation for data breaches.
%“Where a body corporate... is negligent in implementing and maintaining reasonable security
practices... shall be liable to pay damages...”
Case law:

e Sony India Pvt. Ltd. data breach case (2012) — adjudicating officer awarded

compensation for negligence in protecting sensitive customer data.

Section 72 — Breach of confidentiality and privacy

8 The Information Technology Act, 2000, Section 66E
° The Information Technology Act, 2000, Section 43A
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Section 72 ensures protection of confidential information obtained under the powers of the Act
by penalizing unauthorized disclosure. It applies particularly to intermediaries, officials, and
professionals who have lawful access to sensitive data. The punishment prescribed is
imprisonment up to two years or fine up to one lakh rupees, or both, thereby reinforcing
confidentiality obligations. This provision ensures trust in digital governance and data handling
systems.
Protection mechanism: Protects sensitive personal and official data from unauthorized
disclosure.

o Applies to professionals, government officials, and intermediaries.
10«Any person who, in pursuance of any of the powers conferred under this Act... discloses
any information... without consent...”
Case law:

o Shreya Singhal v. Union of India (2015) — reinforced need for balancing privacy and

free speech; Section 72 upheld as valid confidentiality safeguard.

CHAPTER 5 : Role of Judiciary and Right to Privacy

e Importance of Judiciary in Protecting Privacy
The judiciary acts as the guardian of Fundamental Rights under the Indian Constitution. It
ensures that the State does not violate citizens’ privacy through laws, surveillance, or
misuse of data. Under Article 32 and Article 226, individuals can directly approach the
Supreme Court or High Courts for protection of privacy rights.
The courts also apply the principle of judicial review, meaning they can strike down any
law or government action that violates privacy and constitutional rights under Articles 14,
19, and 21.
LEGAL CITATION
Kharak Singh v. State of Uttar Pradesh, AIR 1963 SC 1295. : “The right to personal
liberty... includes the right to be free from encroachments on one’s private life.”
In this case, the Supreme Court dealt with the issue of police surveillance and its impact on
personal liberty. The Court observed that “the right to personal liberty... includes the right
to be free from encroachments on one’s private life.” Although the right to privacy was not

explicitly recognized as a fundamental right at that time, the judgment laid the groundwork

10 The Information Technology Act, 2000, Section 72
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by acknowledging that unnecessary intrusion into a person’s private life is a violation of
their liberty.
R. Rajagopal v. State of Tamil Nadu, (1994) 6 SCC 632. : “The right to privacy is
implicit in the right to life and liberty guaranteed by Article 21.”
And
“A citizen has a right to safeguard the privacy of his own... family, marriage,
procreation, motherhood, child-bearing and education.”
In this case, the Supreme Court explicitly linked privacy with Article 21 and held that “the
right to privacy is implicit in the right to life and liberty guaranteed by Article 21.” The
Court also emphasized that individuals have the right to protect personal aspects of their
life, stating that a citizen can safeguard matters relating to family, marriage, and other
private affairs. This case strengthened the idea that individuals have control over their
personal information.
R. Rajagopal v. State of Tamil Nadu, (1994) 6 SCC 632.
Conceptual Foundation of the Right to Privacy
The Supreme Court, in its landmark judgment, clarified that privacy is not a narrow or
limited right. Instead, it is a multi-dimensional concept that protects the individual’s inner
sphere of life.
e Privacy as a Part of Human Dignity

Privacy ensures that an individual can live with self-respect and dignity, free from
unnecessary intrusion. Without privacy, dignity becomes meaningless because constant
surveillance or interference reduces a person to an object of control.
The Court observed that:
“Privacy is the constitutional core of human dignity.”!
Thus, privacy protects:

» Personal choices

» Reputation

» Individual identity

e Privacy as a Part of Personal Liberty

Avrticle 21 guarantees not just physical survival but a meaningful life with freedom. Privacy
is essential to this liberty because it allows individuals to make decisions without
interference.

This includes:
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Freedom over one’s body (bodily privacy)

Freedom over personal decisions (decisional autonomy)

Freedom from arbitrary State intrusion
Without privacy, liberty would exist only in theory and not in practice.

e Privacy as Freedom of Choice and Autonomy

The Court emphasized that privacy enables individual autonomy, meaning the ability to
make personal decisions independently.
This includes decisions relating to:

Marriage

Family life

Food habits

Sexual orientation

Personal beliefs
Thus, privacy protects the “right to be left alone” and the freedom to shape one’s own life.

e Constitutional Basis of the Right to Privacy

The Right to Privacy is not derived from a single provision but flows from a combination
of fundamental rights:

Acrticle 21 — Life and personal liberty

Article 14 — Equality before law

Acrticle 19 — Freedoms (speech, movement, etc.)
This integrated approach ensures that privacy is protected against arbitrary State action.
LEGAL CITATION
People’s Union for Civil Liberties (PUCL) v. Union of India, (1997) 1 SCC 301. :
“Telephone tapping is a serious invasion of an individual’s privacy.”
In this case, the Supreme Court addressed the issue of telephone tapping and held that
“telephone tapping is a serious invasion of an individual’s privacy.” The Court recognized
that unauthorized surveillance violates the right to privacy and laid down procedural
safeguards to prevent misuse of such powers. This judgment is important in the context of
data protection as it highlights the need to protect personal communications from unlawful
access.
Judicial Recognition and Evolution
Prior to 2017, the Right to Privacy had an uncertain status due to conflicting judgments.

However, the Supreme Court in Puttaswamy resolved this issue by:
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Declaring privacy a Fundamental Right
Overruling earlier decisions such as M.P. Sharma and Kharak Singh
Establishing privacy as essential to dignity and liberty
Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (Supreme Court
of India). Core Principle: Right to Privacy (including data protection) is a Fundamental
Right under Article 21.
Exact Quotation:
“The right to privacy is protected as an intrinsic part of the right to life and personal
liberty under Article 21.”
This case clearly says that protecting personal data is part of protecting a person’s privacy,
and it is a basic fundamental right. This judgment laid the foundation for modern data
protection and cyber law jurisprudence in India.
Significance in the Digital Age
In today’s world of:
» Internet usage
» Social media
» Digital transactions
Privacy has gained new importance. The recognition of privacy as a Fundamental Right
ensures protection against:
» Data misuse
» Surveillance
> ldentity theft

It also supports emerging framewaorks like the Digital Personal Data Protection Act, 2023.

CHAPTER 6 : Challenges in Data Protection under Cyber Law

6.1 Inadequacy of Legal Framework

One of the major issues faced with regard to data protection through cyber laws in India is the
lack of any coherent legal regime. Even though some aspects of data protection may be covered
under the provisions of the IT Act, 2000, they are highly disjointed and fail to provide
comprehensive protection. The current measures available for legal protection are highly
inadequate to deal with modern-day threats.

The Information Technology Act, 2000 forms the foundational legal framework governing

Page | 34


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 6 | April 2026 ISSN: 2581-8503

cyber activities and data protection in India. Enacted to facilitate electronic commerce and
regulate cyber offences, the Act addresses civil and criminal liabilities through provisions such
as Sections 43 (compensation for unauthorized access and damage), 66 (computer-related
offences), and 72 (breach of confidentiality and privacy). Despite its significance, the Act was
formulated at a time when the digital ecosystem was still in its infancy. Consequently, it does
not adequately address contemporary issues such as data monetization, artificial intelligence,
cross-border data flows, and platform-based data processing. This limitation highlights the
need for a more comprehensive and technologically adaptive legal regime.

The landmark judgment in Justice K.S. Puttaswamy v. Union of India (2017) represents a
constitutional turning point in India’s data protection regime. The case arose from challenges
to the Aadhaar scheme, where petitioners argued that the collection and storage of biometric
data violated the fundamental right to privacy. The primary issue before the Supreme Court
was whether the right to privacy is a constitutionally protected right under Part Il of the
Constitution. A nine-judge bench unanimously held that the right to privacy is an intrinsic part
of Article 21 (Right to Life and Personal Liberty) and is also linked to freedoms under Part I11.
The Court observed that “the right to privacy is protected as an intrinsic part of the right to
life and personal liberty” and recognized informational privacy as a crucial aspect in the
digital age. Importantly, the judgment highlighted the absence of a comprehensive data
protection law in India and stressed the need for a robust legal framework to regulate the
collection, storage, and processing of personal data. This case directly exposes the inadequacy
of fragmented provisions under the IT Act, 2000 and serves as the constitutional foundation

for modern data protection legislation in India.

6.2 Obsolescence of Existing Cyber Laws

The Information Technology Act, 2000, was enacted at a time when digital technologies were
still developing. As a result, many of its provisions have become outdated and fail to adequately
address emerging technologies such as artificial intelligence, cloud computing, Internet of
Things (10T), and digital platforms. This creates a significant legal gap, as the law struggles to
keep pace with rapid technological advancements.

The Information Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules, 2011 supplement the IT Act by introducing specific

provisions relating to data protection. Rule 3 defines “Sensitive Personal Data or Information”
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(SPDI), including financial information, health records, and biometric data, while Rule 8
mandates the implementation of reasonable security practices by corporate entities. These rules
impose obligations on organizations to obtain consent, maintain privacy policies, and ensure
data security. However, their applicability is largely restricted to body corporates and does not
extend comprehensively to government entities, thereby limiting their effectiveness in ensuring
universal data protection.

In Anvar P.V. v. P.K. Basheer (2014), the Supreme Court dealt with the admissibility of
electronic evidence under the Indian Evidence Act, 1872. The case arose out of an election
dispute where reliance was placed on electronic records without proper certification. The key
issue was whether electronic evidence could be admitted without complying with Section 65B
of the Evidence Act.

The Court held that electronic records are admissible only when accompanied by a valid
certificate under Section 65B, making the procedure mandatory. It stated: “Any documentary
evidence by way of an electronic record... shall be admissible only if the requirements under
Section 65B are satisfied.” While the judgment clarified the law, it also revealed procedural
rigidity and the inability of existing legal frameworks to keep pace with evolving technology.
This case demonstrates how outdated procedural laws create barriers in addressing cyber issues

effectively, reflecting the obsolescence of India’s cyber legal framework.

6.3 Technological Challenges

The rapid growth of advanced technologies poses serious challenges to data protection. The
increasing use of artificial intelligence and machine learning systems has enabled large-scale
data processing, often without adequate safeguards. Technologies such as deepfakes and
synthetic media have made identity manipulation easier, while big data analytics and automated
data scraping raise concerns about unauthorized data collection. Furthermore, cybersecurity
threats are evolving at a much faster rate than legal responses, making regulation increasingly
difficult.

The Digital Personal Data Protection Act, 2023 marks a significant legislative development
aimed at establishing a structured and modern data protection framework in India. It introduces
key principles such as lawful processing based on consent, purpose limitation, data
minimization, and accountability of data fiduciaries. The Act also provides rights to
individuals, including the right to access, correction, and erasure of personal data. However, as

a relatively recent enactment, its implementation mechanisms, enforcement capacity, and
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practical impact are still evolving. Concerns also remain regarding exemptions granted to state
agencies and their implications for privacy.

The case of Karmanya Singh Sareen v. Union of India (2017) arose when WhatsApp updated
its privacy policy to share user data with Facebook. Petitioners challenged this on the grounds
of violation of privacy and lack of informed consent. The issue centered on whether users’
personal data could be shared without adequate safeguards.

The Delhi High Court recognized concerns regarding data sharing and emphasized the
importance of user consent and control over personal data. It observed that users must have
meaningful knowledge of how their data is being used. The case reflects the challenges posed
by modern digital platforms where massive data processing occurs without transparency. It
highlights the inadequacy of existing laws in regulating big data and platform-based
ecosystems, thus underlining technological challenges in data protection.

6.4 Enforcement and Investigative Challenges

Effective enforcement of cyber laws remains a major issue. Cyber offences often involve
anonymous users and encrypted communications, making it difficult to trace offenders.
Additionally, challenges arise in the collection, preservation, and admissibility of digital
evidence in courts. The lack of adequate cyber forensic infrastructure and trained personnel
further complicates investigations, leading to delays in prosecution and reduced effectiveness
of legal remedies.

In the landmark judgment of Justice K.S. Puttaswamy v. Union of India (2017), the Supreme
Court of India unequivocally recognized the Right to Privacy as a fundamental right under
Article 21 of the Constitution. The Court held that privacy is intrinsicto life and personal liberty
and extends to informational privacy, thereby directly influencing the development of data
protection laws in India. This judgment established the constitutional foundation for
safeguarding personal data and imposed an obligation on the State to ensure that any restriction
on privacy is lawful, necessary, and proportionate.

In State of Maharashtra v. Dr. Praful B. Desai (2003), the Supreme Court addressed whether
evidence could be recorded via video conferencing. The issue arose in a criminal trial where a
witness was located abroad and could not physically appear before the court.

The Court held that recording evidence through video conferencing is valid and
permissible, stating that “technology must be utilized to advance the cause of justice.” While

the judgment endorsed technological integration, it also highlighted enforcement challenges
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such as authentication, reliability, and procedural safeguards in digital evidence. The case
demonstrates that although technology can aid enforcement, the lack of infrastructure and

expertise complicates effective implementation of cyber laws.

6.5 Cross-Border and Jurisdictional Issues

Data protection is further complicated by the global nature of the internet. Data is frequently
stored on foreign servers or managed through international cloud platforms, leading to
jurisdictional conflicts. Differences between domestic and international data protection laws
create legal uncertainty, while the lack of strong global cooperation mechanisms makes it
difficult to combat cybercrime effectively across borders.

Similarly, in Shreya Singhal v. Union of India (2015), the Supreme Court emphasized the
importance of protecting fundamental rights in the digital sphere. By striking down Section
66A of the IT Act on the grounds of vagueness and overbreadth, the Court reinforced the
principle that online regulation must not infringe upon freedom of speech and expression. This
case highlights the delicate balance between regulation of cyberspace and protection of
individual liberties.

The case of Shreya Singhal v. Union of India (2015) dealt with the constitutional validity of
Section 66A of the IT Act, which criminalized offensive online speech. The petitioner
challenged the provision for being vague and having a chilling effect on free speech.

The Supreme Court struck down Section 66A, holding that vague laws cannot be used to
regulate online content. It observed: “Restrictions on freedom of speech must be clear and not
arbitrary.” Although primarily a free speech case, it has implications for cross-border data
regulation because online content often-transcends jurisdictions. The judgment highlights the
difficulty of regulating global digital platforms while maintaining constitutional safeguards,

thereby illustrating jurisdictional challenges in cyber law.

6.6 Lack of Awareness and Digital Literacy

Another significant challenge is the lack of awareness among users regarding data protection
and privacy rights. Many individuals are unaware of consent mechanisms, data sharing risks,
and cybersecurity practices. This lack of digital literacy increases vulnerability to phishing
attacks, online fraud, and misuse of personal data.

Reports by the Ministry of Electronics and Information Technology (MeitY) consistently
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underline the gaps in India’s data protection and cybersecurity framework. These reports
emphasize the need for stronger institutional mechanisms, updated legislation, and coordinated
efforts between government agencies to effectively address emerging cyber threats. They also
highlight challenges in enforcement, including jurisdictional issues and lack of technical
expertise.

In Avnish Bajaj v. State (NCT of Delhi) (2008), the CEO of an online marketplace was held
liable for the sale of obscene material through the platform. The case raised questions about
intermediary liability and due diligence.

The Court emphasized that intermediaries must exercise reasonable care to prevent misuse of
their platforms. It noted that lack of awareness and regulatory clarity can lead to serious legal
consequences. This case highlights how both users and intermediaries often lack awareness
regarding cyber laws and responsibilities, thereby increasing vulnerability to cyber offences

and data misuse.

6.7 Weak Cybersecurity Infrastructure

India continues to face limitations in its cybersecurity infrastructure. There is an absence of
robust institutional mechanisms to prevent and respond to cyber threats. Additionally, there is
a shortage of skilled cyber professionals and trained investigators, along with limited
technological capacity within law enforcement agencies, which hampers effective data
protection.

The Indian Computer Emergency Response Team (CERT-In), through its 2022 guidelines, has
mandated timely reporting of cyber incidents by organizations. These guidelines reflect the
increasing frequency, sophistication, -and scale of cyberattacks, including ransomware,
phishing, and data breaches. While these measures aim to strengthen incident response, they
also reveal the growing complexity of enforcement and the need for robust cybersecurity
practices.

In Google India Pvt. Ltd. v. Visaka Industries (2020), the issue concerned the liability of
intermediaries for defamatory content hosted on their platforms. The Supreme Court held that
intermediaries must act upon receiving actual knowledge of unlawful content.

The Court observed that platforms cannot remain passive once notified, thereby emphasizing
accountability in digital ecosystems. This case reflects the need for strong cybersecurity
infrastructure and regulatory mechanisms to ensure compliance. It also highlights institutional

weaknesses in monitoring and responding to cyber threats effectively.
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6.8 Emerging Technological Developments as Challenges

Recent technological developments have intensified data protection concerns. The rise of
generative artificial intelligence and automated decision-making systems has created new risks
related to privacy and accountability. Al-driven cyberattacks and predictive hacking techniques
have made cyber threats more sophisticated. Moreover, the expansion of digital ecosystems
has significantly increased the volume of personal data being generated and exposed.

The NITI Aayog, in its “National Strategy for Artificial Intelligence” (2018), explores the
transformative potential of Al while simultaneously acknowledging associated risks. These
include concerns related to data privacy, algorithmic bias, lack of transparency in automated
decision-making, and regulatory uncertainty. The report highlights the urgent need for a
balanced approach that promotes innovation while safeguarding individual rights.

data. This growing digital dependency has intensified concerns regarding data misuse,
surveillance, and privacy violations, thereby posing significant challenges to effective data
protection.

The Aadhaar judgment in Justice K.S. Puttaswamy (Aadhaar) v. Union of India (2018) dealt
specifically with the validity of the Aadhaar scheme and data collection practices. The Court
upheld the scheme with certain restrictions while emphasizing data protection principles.

It held that data collection must satisfy the test of legality, necessity, and proportionality, and
observed that “data minimization is essential to protect privacy.” This case directly addresses
challenges arising from large-scale data processing and technological developments,
particularly state-led data systems. It underscores the need to regulate emerging technologies
to prevent misuse of personal data.

6.9 Societal and Behavioural Challenges

Societal changes have also contributed to data protection challenges. There is a growing
dependence on digital platforms, e-governance services, and fintech applications, resulting in
large-scale data sharing. Social media usage has further amplified the exposure of personal
information. These developments increase the risk of surveillance, profiling, and misuse of
data, affecting individual autonomy and privacy.

The Reserve Bank of India has issued detailed guidelines on digital payment security controls,

recognizing the rapid expansion of fintech and digital transactions. These guidelines stress the
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importance of encryption, secure authentication mechanisms, and risk management systems to
protect financial data. However, the increasing digitization of financial services also exposes
users to new forms of cyber fraud and data breaches.

The case of R. Rajagopal v. State of Tamil Nadu (1994), also known as the “Auto Shankar
case,” dealt with the unauthorized publication of a prisoner’s life story. The issue was whether
publication without consent violated the right to privacy.

The Supreme Court held that individuals have the right to control the publication of their
personal information. It observed: “The right to privacy includes the right to safeguard
personal information.” This case is significant in the digital context, where social media and
digital platforms increase exposure of personal data. It reflects societal challenges in balancing

freedom of expression with privacy rights.

6.10 Vulnerability of Women, Children, and Society

Certain sections of society are particularly vulnerable to cyber threats. Women often face
cyberstalking, online harassment, and non-consensual sharing of images, including deepfake-
based abuse, which severely impacts their dignity and privacy. Children are exposed to risks
such as online grooming, exploitation, and harmful digital content. At a broader level, society
faces increasing threats from cyber fraud, identity theft, and misinformation, which undermine
trust in digital systems.

Data published by the National Crime Records Bureau in its “Crime in India Report” indicates
a steady rise in cybercrimes across the country. Offences such as identity theft, online fraud,
hacking, and cyber harassment have increased significantly, reflecting both technological
misuse and gaps in enforcement. The report also highlights-the disproportionate impact of
cybercrimes on vulnerable groups, including women and children.

The United Nations Children’s Fund (UNICEF), through its “Child Online Protection
Guidelines,” identifies a range of risks faced by children in the digital environment. These
include online grooming, sexual exploitation, cyberbullying, and exposure to harmful content.
The guidelines emphasize the need for stronger legal frameworks, parental awareness, and
technological safeguards to ensure child safety online.

Reports by the National Commission for Women highlight the growing incidence of
cybercrimes targeting women. These include cyberstalking, online harassment, doxxing, and
non-consensual dissemination of intimate images, including those generated using deepfake

technology. Such offences not only violate privacy but also have serious psychological, social,
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and reputational consequences.

In Kalandi Charan Lenka v. State of Odisha (2017), the accused created fake profiles and
circulated obscene images of a woman. The issue involved cyber harassment, defamation, and
violation of privacy.

The Court recognized that such acts constitute serious violations of dignity and privacy. It
stated that cyber harassment has severe psychological and social consequences. This case
highlights the vulnerability of women in cyberspace and the inadequacy of existing
mechanisms to address such offences effectively.

6.11 Privacy vs Surveillance Debate

One of the important concerns when it comes to safeguarding data revolves around the proper
equilibrium between individual privacy and state surveillance. In today’s age, states have
begun to increasingly depend on the use of surveillance techniques in order to ensure national
security and facilitate law enforcement. Nonetheless, there exist apprehensions regarding the
possibility of abuse of such power.

Studies conducted by the Data Security Council of India (DSCI) reveal significant gaps in
India’s cybersecurity infrastructure. These include a shortage of skilled professionals,
inadequate training of law enforcement agencies, and limited adoption of advanced security
technologies. Addressing these gaps is essential for building a resilient data protection
ecosystem.

Finally, reports by the Internet and Mobile Association of India (IAMAI) highlight the rapid
expansion of internet usage and digital services in India. While increased connectivity has
facilitated economic growth and digital inclusion, it has also led to greater exposure of personal
In People’s Union for Civil Liberties (PUCL) v. Union of India (1997), the Supreme Court
examined the legality of telephone tapping under the Telegraph Act. The issue was whether
unauthorized interception violated fundamental rights.

The Court held that telephone tapping is a serious invasion of privacy and laid down procedural
safeguards. It observed: “The right to privacy would certainly include telephone
conversations.” This case is highly relevant in the digital age, where surveillance technologies
have expanded significantly. It establishes the principle that state surveillance must be lawful
and proportionate.

This principle was further reinforced in Justice K.S. Puttaswamy v. Union of India (2017),

where the Court introduced the threefold test of legality, necessity, and proportionality for
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any intrusion into privacy.

CHAPTER 7: CONCLUSION AND SUGGESTIONS

7.1 Conclusion

The study on Data Privacy and Protection under the Information Technology Act, 2000
highlights the growing importance of safeguarding personal data in the digital era. With the
rapid expansion of internet usage, digital transactions, and online platforms, concerns relating
to data misuse, unauthorized access, and privacy violations have significantly increased.

The research establishes that data privacy and data protection, although closely related, differ
in scope and application. While data privacy focuses on an individual’s right to control personal
information, data protection emphasises the mechanisms and legal frameworks used to
safeguard such data from misuse or unauthorized access.

The Information Technology Act, 2000, along with the SPDI Rules, 2011, provides a
foundational legal framework to address issues such as hacking, identity theft, data breaches,
and unauthorized disclosure of information. Provisions such as Sections 43, 66, 66C, 66D, 66E,
43A, and 72 play a crucial role in protecting digital data and ensuring accountability.
However, the study also reveals that the existing framework is fragmented and not fully
equipped to deal with modern technological challenges. Issues such as artificial intelligence,
cross-border data transfers, and evolving cyber threats expose the limitations of current laws.
The enactment of the Digital Personal Data Protection Act, 2023 marks a significant step
towards strengthening data protection, but effective implementation remains a challenge.
Furthermore, the judiciary has played a vital role in shaping the concept of privacy, particularly
by recognising it as a fundamental right. This has strengthened the legal foundation for data
protection and ensured greater accountability of both the State and private entities.

Despite these developments, challenges such as lack of awareness, weak cybersecurity
infrastructure, enforcement difficulties, and increasing surveillance continue to hinder effective
data protection in India. Therefore, there is a pressing need for a more robust, comprehensive,

and technologically adaptive legal framework.

7.2 Suggestions
In light of the findings of the study, the following suggestions are proposed to strengthen data
privacy and protection in India:

1. Strengthening the Legal Framework
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There is a need to develop a more comprehensive and cohesive legal framework that integrates
the provisions of the Information Technology Act, 2000 with the Digital Personal Data
Protection Act, 2023. The law must be regularly updated to keep pace with technological
advancements such as artificial intelligence and big data.
2. Effective Implementation of Data Protection Laws
Merely enacting laws is not sufficient; there must be strict enforcement mechanisms.
Regulatory authorities should ensure compliance by organisations and impose strict penalties
for violations, especially in cases of data breaches and misuse of personal information.
3. Enhancing Cybersecurity Infrastructure
The government should invest in strengthening cybersecurity infrastructure by establishing
advanced monitoring systems, improving cyber forensic capabilities, and increasing the
number of trained professionals to handle cybercrimes effectively.
4. Promoting Awareness and Digital Literacy
Public awareness campaigns should be conducted to educate individuals about their data
privacy rights, consent mechanisms, and safe online practices. Increased digital literacy will
help reduce vulnerability to cyber threats such as phishing and identity theft.
5. Strengthening Institutional Mechanisms
Dedicated data protection authorities and regulatory bodies must be empowered to monitor
compliance, handle grievances, and ensure accountability of both public and private entities
dealing with personal data.

Addressing Cross-Border Data Issues
There is a need for stronger international cooperation and agreements to regulate cross-border
data transfers and tackle global cybercrimes effectively. Harmonisation of data protection laws
with global standards can improve enforcement.
7. Balancing Privacy and Surveillance
A proper balance must be maintained between national security and individual privacy.
Surveillance activities should be regulated through clear legal procedures, safeguards, and
judicial oversight to prevent misuse of power.
8. Protection of Vulnerable Groups
Special measures should be introduced to protect vulnerable sections such as women and
children from cyber harassment, online exploitation, and misuse of personal data. Strict
penalties and faster redressal mechanisms should be ensured.
9. Encouraging Corporate Responsibility

Organisations handling personal data must adopt transparent data processing practices and
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implement strong security measures. They should be held accountable for negligence and
required to follow strict compliance standards.
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