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experienced legal professionals, White Black Legal seeks to bridge theoretical legal research 

with practical, institutional, and societal perspectives. 
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AIM & SCOPE 

 

The aim of White Black Legal – The Law Journal is to promote excellence in legal research 

and to provide a credible academic forum for the analysis, discussion, and advancement of 

contemporary legal issues. The journal encourages original, analytical, and well-researched 

contributions that add substantive value to legal scholarship. 

 

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and 

interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal 

professionals, researchers, scholars, and students who demonstrate intellectual rigour, 

analytical clarity, and relevance to current legal and policy developments. 

 

The scope of the journal includes, but is not limited to: 

• Constitutional and Administrative Law 

• Criminal Law and Criminal Justice 

• Corporate, Commercial, and Business Laws 

• Intellectual Property and Technology Law 

• International Law and Human Rights 

• Environmental and Sustainable Development Law 

• Cyber Law, Artificial Intelligence, and Emerging Technologies 

• Family Law, Labour Law, and Social Justice Studies 

 

The journal accepts original research articles, case comments, legislative and policy analyses, 

book reviews, and interdisciplinary studies addressing legal issues at national and international 

levels. All submissions are subject to a rigorous double-blind peer-review process to ensure 

academic quality, originality, and relevance. 

 

Through its publications, White Black Legal – The Law Journal seeks to foster critical legal 

thinking and contribute to the development of law as an instrument of justice, governance, and 

social progress, while expressly disclaiming responsibility for the application or misuse of 

published content. 
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Abstract 

The exponential growth of digital technologies has transformed governance, commerce, 

finance, and communication while simultaneously creating new avenues for criminal activity. 

India's legal response to cyber crime is primarily governed by the Information Technology 

Act, 2000; however, the enactment of the Bharatiya Nyaya Sanhita, 2023 has expanded the 

criminal law framework by incorporating technology-enabled offences into the general penal 

law. While this legislative development reflects the evolving nature of cyber criminality, it has 

also generated questions regarding statutory overlap, investigative jurisdiction, digital 

evidence, and enforcement. Adopting a doctrinal research methodology, this paper critically 

examines the interaction between the Information Technology Act, 2000 and the Bharatiya 

Nyaya Sanhita, 2023 through constitutional analysis, judicial interpretation, and comparative 

legal study. It argues that although the dual legislative framework strengthens India's capacity 

to address cyber offences, the absence of harmonised statutory interpretation, specialised 

investigative mechanisms, and comprehensive procedural safeguards undermines effective 

enforcement. The study concludes that legislative harmonisation, institutional capacity 

building, specialised cyber courts, and enhanced international cooperation are indispensable 

for developing a coherent and constitutionally compliant cyber crime framework capable of 

addressing emerging technological threats. 

 

Keywords: Cyber Crime; Information Technology Act, 2000; Bharatiya Nyaya Sanhita, 2023; 

Digital Evidence; Cyber Security; Legislative Harmonisation; Electronic Governance; 

Criminal Justice. 
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1. Introduction 

The digital revolution has fundamentally reshaped contemporary society by integrating 

information technology into almost every sphere of human activity. Electronic governance, 

digital banking, e-commerce, cloud computing, artificial intelligence, blockchain technologies, 

and social media platforms have significantly enhanced economic productivity and public 

administration. Simultaneously, this technological transformation has facilitated the 

emergence of sophisticated forms of criminal conduct that transcend territorial boundaries and 

challenge traditional concepts of criminal liability. Cyber crime has consequently become one 

of the most dynamic and complex areas of criminal law, requiring continuous legislative 

adaptation and institutional preparedness. Unlike conventional crimes, cyber offences are 

characterised by anonymity, automation, speed, scalability, and transnational operation. 

Offenders may target victims located across multiple jurisdictions within seconds while 

concealing their identities through encrypted communication, virtual private networks, 

cryptocurrencies, and dark web platforms. Consequently, traditional criminal law principles 

developed for territorial offences often prove inadequate when applied to technology-driven 

criminal conduct. 

 

India's rapid digital transformation has substantially increased both the opportunities and 

vulnerabilities associated with cyberspace. Government initiatives promoting digital 

governance, electronic payments, online education, and digital financial inclusion have 

accelerated internet penetration across urban and rural areas. However, this expansion has also 

been accompanied by a significant rise in phishing attacks, ransomware incidents, identity 

theft, online financial fraud, cyber stalking, child sexual exploitation material, deepfake-

enabled deception, and attacks upon critical information infrastructure. The increasing 

frequency and sophistication of these offences have exposed structural weaknesses within the 

existing legal and institutional framework governing cyber crime investigation and 

prosecution. The principal legislative response to cyber crime is contained in the Information 

Technology Act, 2000, which provides substantive offences relating to unauthorised access to 

computer systems, identity theft, cheating by personation using computer resources, privacy 

violations, cyber terrorism, and intermediary liability. The Act represented India's first 

comprehensive attempt to regulate digital transactions and criminalise cyber misconduct. 

Subsequent amendments, particularly those introduced through the Information Technology 

(Amendment) Act, 2008, significantly expanded the scope of cyber offences and investigative 
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powers in response to evolving technological realities. 

The enactment of the Bharatiya Nyaya Sanhita, 2023 (BNS) marks a significant restructuring 

of India's substantive criminal law. While the Information Technology Act continues to operate 

as the principal special legislation governing cyber offences, the BNS incorporates several 

technology-enabled offences relating to electronic records, digital communication, organised 

crime, financial fraud, and electronic evidence. Consequently, India's cyber crime framework 

now operates through an interaction between special cyber legislation and the general criminal 

law. Although this dual framework potentially strengthens enforcement, it also raises important 

questions concerning statutory overlap, concurrent jurisdiction, prosecutorial discretion, and 

interpretative consistency. 

 

The coexistence of multiple statutory regimes necessitates careful examination from both 

constitutional and practical perspectives. The increasing reliance upon electronic surveillance, 

interception of digital communications, algorithmic policing, and forensic analysis of 

electronic evidence directly implicates the constitutional guarantees of equality, freedom of 

speech, privacy, and due process. The recognition of privacy as a fundamental right by the 

Supreme Court has further reinforced the need to balance cyber security with constitutional 

liberties. Similarly, judicial invalidation of disproportionate restrictions upon online speech 

demonstrates that cyber regulation must remain consistent with constitutional principles 

notwithstanding legitimate concerns regarding digital security. 

 

Despite substantial legislative developments, significant implementation challenges continue 

to impede the effective administration of cyber justice in India. Law enforcement agencies 

frequently encounter difficulties relating to digital forensic infrastructure, preservation of 

electronic evidence, attribution of criminal liability, cross-border investigation, international 

cooperation, and technological expertise. The absence of specialised cyber courts, uniform 

investigative protocols, and harmonised statutory interpretation further complicates 

prosecution. These practical challenges are exacerbated by the rapid evolution of technologies 

such as artificial intelligence, quantum computing, cryptocurrencies, and decentralised digital 

platforms, which continually outpace legislative reform. 

 

Existing legal scholarship has largely examined the Information Technology Act, 2000 as an 

independent legislative instrument or analysed cybercrime from technological and 

criminological perspectives. Comparatively limited attention has been devoted to examining 
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the relationship between the Information Technology Act and the Bharatiya Nyaya Sanhita, 

2023, particularly in relation to legislative overlap, constitutional implications, and 

enforcement challenges. This represents an important research gap because the effectiveness 

of India's cyber crime framework increasingly depends upon the coherent interaction between 

these statutory regimes rather than their isolated operation. 

 

Against this backdrop, the present study critically analyses the evolving legal framework 

governing cyber crimes under the Information Technology Act, 2000 and the Bharatiya Nyaya 

Sanhita, 2023. It evaluates the conceptual foundations of cyber criminality, legislative 

developments, constitutional principles, judicial interpretation, comparative international 

practices, and institutional challenges. The paper argues that while the Bharatiya Nyaya 

Sanhita, 2023 strengthens India's criminal law response to technology-enabled offences, 

meaningful reform requires legislative harmonisation, specialised institutional mechanisms, 

enhanced investigative capacity, and coherent judicial interpretation capable of responding to 

the continuously evolving digital ecosystem. 

 

2. Literature Review 

The exponential growth of cybercrime has generated an extensive body of interdisciplinary 

scholarship encompassing criminal law, information technology, criminology, constitutional 

law, and international governance. Early scholarship primarily focused on defining cybercrime 

and identifying the jurisdictional challenges posed by cyberspace. However, contemporary 

literature increasingly examines legislative harmonisation, digital evidence, cyber sovereignty, 

privacy, artificial intelligence, and transnational enforcement. 

 

Among the earliest scholars, Lawrence Lessig argued that cyberspace is regulated not merely 

by legislation but also by architecture, market forces, social norms, and technological design. 

His theory that "code functions as law" remains fundamental to understanding why 

conventional criminal statutes often struggle to regulate rapidly evolving digital environments. 

 

Jonathan Clough, in his work on cybercrime, demonstrates that technological neutrality should 

guide criminal legislation. He argues that criminal law must evolve sufficiently to address 

emerging digital harms without becoming obsolete due to technological innovation. His 

analysis has significantly influenced comparative cybercrime legislation. 
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Similarly, Susan W. Brenner emphasises that cybercrime differs fundamentally from 

conventional crime because it is frequently transnational, anonymous, scalable, and 

technologically sophisticated. She argues that traditional principles of territorial jurisdiction 

require reinterpretation in the digital age. 

 

Within the Indian context, Pavan Duggal has extensively analysed the Information Technology 

Act, 2000, highlighting both its pioneering role and its limitations in addressing contemporary 

cyber threats such as ransomware, cryptocurrency fraud, deepfakes, and AI-enabled offences. 

His work consistently advocates periodic legislative reform and stronger cyber governance. 

 

Indian criminal law scholars, including K. D. Gaur and K. I. Vibhute, have discussed cyber 

offences within the broader framework of criminal jurisprudence, emphasising that 

technological change necessitates corresponding developments in substantive criminal law, 

criminal procedure, and evidentiary principles. 

 

Judicial scholarship has focused extensively on the constitutional dimensions of cyber 

regulation following the Supreme Court's decisions in Shreya Singhal v. Union of India and 

Justice K. S. Puttaswamy (Retd.) v. Union of India. These decisions significantly influenced 

the balance between cyber security, freedom of expression, and informational privacy, thereby 

shaping the constitutional framework governing digital regulation. 

 

Recent academic discourse has shifted towards the implications of the Bharatiya Nyaya 

Sanhita, 2023 for cybercrime enforcement. Preliminary scholarship suggests that while the 

Information Technology Act continues to create most substantive cyber offences, several 

technology-enabled offences including online cheating, cheating by personation, forgery, 

cyberstalking, organised cybercrime, criminal intimidation, and dissemination of unlawful 

digital content are now prosecuted by invoking relevant provisions of the BNS alongside the 

IT Act. 

 

Despite this emerging literature, a significant research gap remains. Most existing studies 

examine either the Information Technology Act independently or analyse cybercrime from 

technological and criminological perspectives. Comparatively little scholarship critically 

examines the interaction between the Information Technology Act, 2000 and the Bharatiya 
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Nyaya Sanhita, 2023, particularly with respect to legislative overlap, concurrent application, 

constitutional implications, prosecutorial discretion, and statutory harmonisation. 

 

The present study seeks to bridge this gap by analysing India's dual legislative framework 

governing cybercrime through constitutional principles, judicial developments, comparative 

jurisprudence, and practical enforcement challenges. Unlike previous studies, the paper 

evaluates whether the coexistence of special cyber legislation and general criminal law 

enhances legal certainty or creates interpretative ambiguity requiring legislative reform. 

 

3. Nature of the Study 

The present research is doctrinal, analytical, and comparative in nature. It relies upon the 

systematic examination of primary legal materials, including the Constitution of India, the 

Information Technology Act, 2000, the Bharatiya Nyaya Sanhita, 2023, the Bharatiya Nagarik 

Suraksha Sanhita, 2023, judicial decisions of the Supreme Court and High Courts, 

parliamentary committee reports, and international legal instruments. Secondary sources 

include scholarly books, peer-reviewed journal articles, government reports, and authoritative 

legal commentaries. Comparative analysis has been undertaken to evaluate cybercrime 

legislation and enforcement mechanisms in selected foreign jurisdictions with a view to 

identifying best practices relevant to India. 

 

4. Statement of the Problem 

The increasing sophistication of cybercrime has exposed significant limitations within India's 

existing legal framework. Although the Information Technology Act, 2000 remains the 

primary legislation governing cyber offences, the enactment of the Bharatiya Nyaya Sanhita, 

2023 has expanded the application of general criminal law to technology-enabled offences. 

This dual statutory framework has created questions regarding legislative overlap, concurrent 

application, jurisdictional competence, digital evidence, investigative procedures, and 

prosecutorial consistency. 

 

Furthermore, the rapid evolution of technologies such as artificial intelligence, blockchain, 

cryptocurrencies, deepfakes, and encrypted communication has outpaced legislative 

development. Existing legal mechanisms frequently encounter practical difficulties in 

attribution, cross-border investigation, preservation of electronic evidence, and international 
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cooperation. These challenges necessitate a comprehensive examination of whether India's 

present cybercrime framework adequately addresses contemporary technological realities 

while simultaneously protecting constitutional rights and procedural fairness. 

 

5. Research Objectives 

The study seeks to achieve the following objectives: 

1. To examine the conceptual and jurisprudential foundations of cybercrime within 

contemporary criminal law. 

2. To critically analyse the legislative framework governing cyber offences under the 

Information Technology Act, 2000 and the Bharatiya Nyaya Sanhita, 2023. 

3. To evaluate the constitutional implications of cybercrime regulation in India. 

4. To examine judicial developments concerning cyber offences, digital evidence, 

intermediary liability, and informational privacy. 

 

6. Concept of Cyber Crime 

The term cyber crime does not possess a universally accepted legal definition. Owing to the 

dynamic nature of digital technologies, international organisations and domestic legislatures 

have adopted functional rather than exhaustive definitions. Broadly, cyber crime refers to 

unlawful acts committed through, against, or by means of computers, digital networks, 

electronic communication systems, or internet-enabled devices. Unlike conventional offences, 

cyber crimes are characterised by technological complexity, anonymity, transnational 

operation, and the ability to cause widespread harm within a short period. 

 

Cyber crime encompasses two broad categories. The first comprises offences in which 

computer systems or digital networks are the primary targets, such as hacking, malware 

attacks, denial-of-service attacks, ransomware, and unauthorised access to computer resources. 

The second includes offences in which digital technology functions as the instrument of 

criminal activity, including online cheating, identity theft, cyber stalking, financial fraud, 

dissemination of child sexual abuse material, phishing, and cyber extortion. The distinction is 

significant because the legal response may require the simultaneous application of the 

Information Technology Act, 2000 and the Bharatiya Nyaya Sanhita, 2023. 

 

The borderless nature of cyberspace further distinguishes cyber crime from traditional 
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criminality. Offenders may operate from foreign jurisdictions while targeting victims located 

in India, thereby raising complex questions relating to territorial jurisdiction, extradition, 

mutual legal assistance, admissibility of electronic evidence, and enforcement of judicial 

orders. 

 

Consequently, cyber crime has increasingly become a matter of both domestic criminal justice 

and international legal cooperation. 

 

7.1 Nature and Characteristics of Cyber Crime 

Cyber crimes possess several distinctive characteristics that differentiate them from 

conventional offences. First, anonymity enables offenders to conceal their identities through 

encrypted communication, proxy servers, virtual private networks (VPNs), and anonymous 

digital platforms. This significantly complicates criminal investigation and attribution. 

Secondly, cyber crimes exhibit a transnational character. A single offence may involve 

perpetrators, victims, servers, and financial intermediaries situated in different jurisdictions. 

Traditional principles of territorial jurisdiction therefore become inadequate, necessitating 

international cooperation and harmonised legal standards. Thirdly, cyber crimes are highly 

scalable. A phishing campaign or ransomware attack can simultaneously affect thousands of 

victims across multiple countries with minimal physical effort or financial investment by 

offenders. Fourthly, digital offences frequently involve electronic evidence, which is 

inherently fragile, easily altered, and technologically complex. Effective investigation 

therefore depends upon specialised forensic expertise, prompt evidence preservation, and strict 

adherence to evidentiary standards. 

Finally, cyber crime evolves continuously alongside technological innovation. Emerging 

technologies such as artificial intelligence, blockchain, cryptocurrencies, quantum computing, 

and the Internet of Things (IoT) create new opportunities for criminal conduct while 

simultaneously challenging existing legislative frameworks. 

 

7.2 Classification of Cyber Crimes 

Cyber crimes may be classified into the following categories: 

1. Crimes against Individuals: Identity theft, cyber stalking, online harassment, cyber 

bullying, phishing, impersonation, revenge pornography, and online financial fraud. 

2. Crimes against Property: Hacking, ransomware attacks, theft of trade secrets, 

intellectual property infringement, data theft, and destruction of computer systems. 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 8 | June 2026          ISSN: 2581-8503 

Page | 434   

3. Crimes against Organisations: Corporate espionage, cyber extortion, insider attacks, 

data breaches, and attacks on financial institutions. 

4. Crimes against Government and National Security: Cyber terrorism, attacks on critical 

information infrastructure, espionage, cyber warfare, and disruption of essential public 

services. 

This classification demonstrates that cyber crime is no longer confined to isolated 

technological misconduct but directly threatens economic stability, democratic institutions, 

public administration, and national security. 

 

7.3 Theoretical Perspectives on Cyber Crime Regulation 

Traditional criminal law is primarily founded upon territorial jurisdiction and physical acts. 

However, cyberspace challenges these assumptions because criminal conduct may occur 

simultaneously across multiple jurisdictions without physical presence. Consequently, cyber 

crime regulation increasingly combines principles of criminal law, technology regulation, 

constitutional law, and international cooperation. 

The deterrence theory remains relevant because effective cyber law seeks to discourage digital 

offences through criminal sanctions and enhanced enforcement. However, deterrence alone 

has proved insufficient due to the anonymity and low detection rates associated with cyber 

offences. The preventive theory has gained greater significance in cyber governance. 

Contemporary cyber security policy increasingly emphasises preventive measures such as 

encryption, multi-factor authentication, digital literacy, cyber hygiene, and institutional 

resilience rather than relying exclusively upon post-offence prosecution. 

The regulatory theory of cyberspace, advanced by scholars such as Lawrence Lessig, argues 

that digital behaviour is influenced not only by legislation but also by technological 

architecture, market mechanisms, social norms, and software design. This perspective 

highlights that effective cyber governance requires a combination of legal regulation and 

technological safeguards. 

 

7.4 Cyber Crime, Privacy and Constitutional Rights 

The expansion of cyber crime regulation inevitably affects constitutional freedoms. 

Investigation of digital offences frequently involves surveillance, interception of 

communications, access to electronic devices, and collection of personal data. While such 

measures may be necessary for effective law enforcement, they also implicate the rights to 

privacy, freedom of speech and expression, and procedural fairness guaranteed under the 
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Constitution of India. 

The recognition of privacy as a fundamental right has strengthened constitutional scrutiny of 

investigative powers exercised within cyberspace. Similarly, judicial protection of online 

expression demonstrates that cyber regulation must remain proportionate, necessary, and 

consistent with constitutional principles. Therefore, the legal framework governing cyber 

crime must balance the legitimate objectives of national security and public order with the 

protection of civil liberties in the digital environment. 

 

7.5 Cyber Crime and Digital Evidence 

Digital evidence has become the cornerstone of cyber crime investigation. Electronic records, 

metadata, server logs, emails, mobile communications, blockchain transactions, CCTV 

footage, and cloud-based information frequently determine criminal liability. Unlike 

traditional documentary evidence, digital evidence is susceptible to alteration, deletion, and 

remote manipulation. Consequently, its admissibility depends upon statutory safeguards 

relating to authenticity, integrity, reliability, and forensic examination. 

The increasing reliance on electronic evidence also necessitates specialised investigative 

expertise and robust procedural safeguards. Without effective digital forensic infrastructure 

and standardised investigative protocols, successful prosecution of cyber offences becomes 

significantly more difficult despite the existence of substantive criminal legislation. 

 

7.6 Emerging Challenges in Cyber Crime Regulation 

The contemporary cyber landscape presents challenges that were largely unforeseen when the 

Information Technology Act, 2000 was enacted. Artificial intelligence-generated deepfakes, 

cryptocurrency-enabled money laundering, ransomware-as-a-service, dark web marketplaces, 

quantum computing, and cross-border data flows have transformed both the scale and 

sophistication of cyber crime. These developments expose the limitations of existing legal 

frameworks and highlight the necessity for continuous legislative reform. 

Accordingly, cyber crime should no longer be viewed merely as a specialised branch of 

information technology law. It has evolved into a multidisciplinary field encompassing 

criminal law, constitutional law, evidence, international law, national security, and digital 

governance. The effectiveness of India's legal framework therefore depends upon the 

harmonious interaction of these legal disciplines rather than isolated statutory regulation. 
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8. Evolution of Cyber Crime Legislation in India 

The emergence of electronic commerce, digital communication, and internet-based 

transactions necessitated a specialised legal framework capable of recognising electronic 

records and addressing offences committed in cyberspace. Prior to 2000, the Indian Penal 

Code, 1860 was ill-equipped to deal with crimes involving computer systems because it was 

enacted in an era when digital technologies did not exist. Consequently, many cyber offences 

could only be prosecuted by extending traditional criminal law principles to technologically 

distinct conduct. 

 

India enacted the Information Technology Act, 2000 to provide legal recognition to electronic 

records and digital signatures, facilitate electronic governance, and establish substantive and 

procedural provisions governing cyber offences. The Act was enacted substantially in 

conformity with the UNCITRAL Model Law on Electronic Commerce, 1996, thereby aligning 

Indian cyber law with internationally accepted standards. 

 

The Information Technology (Amendment) Act, 2008 significantly expanded the statutory 

framework by introducing offences relating to identity theft, cheating by personation using 

computer resources, cyber terrorism, violation of privacy, and intermediary liability. The 

amendments reflected legislative recognition that cybercrime had evolved beyond 

unauthorised computer access into sophisticated forms of organised digital criminality. 

 

The replacement of the Indian Penal Code by the Bharatiya Nyaya Sanhita, 2023 represents 

another milestone in India's criminal justice reforms. Although the BNS does not replace the 

Information Technology Act, it modernises general criminal law by recognising 

technology-enabled modes of committing several traditional offences. This legislative 

coexistence requires careful harmonisation to prevent duplication, inconsistency, and 

jurisdictional uncertainty. 

 

8.1 Information Technology Act, 2000: The Principal Cyber Crime Legislation 

The Information Technology Act, 2000 remains the primary legislation governing cyber 

offences in India. Unlike general criminal law, the Act specifically addresses unlawful conduct 

involving computer systems, communication devices, electronic records, and digital networks. 

The IT Act also establishes adjudicatory mechanisms, defines intermediary obligations, and 
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provides powers relating to investigation, search, and seizure. However, despite periodic 

amendments, several contemporary cyber threats including AI-generated deepfakes, 

ransomware, cryptocurrency enabled cybercrime, and sophisticated cross-border attacks are 

not expressly regulated, thereby exposing significant legislative gaps. 

 

8.2 Bharatiya Nyaya Sanhita, 2023 and Technology-Enabled Criminality 

Unlike the Information Technology Act, the Bharatiya Nyaya Sanhita, 2023 is not a specialised 

cybercrime statute. Rather, it modernises India's general criminal law by recognising that 

conventional offences are increasingly committed through digital means. 

Offences such as cheating, forgery, criminal intimidation, stalking, defamation, extortion, 

organised crime, and offences affecting public tranquillity may now involve electronic 

communication, digital documents, social media platforms, encrypted messaging applications, 

and other technological tools. Consequently, investigators frequently invoke relevant 

provisions of the BNS together with the Information Technology Act depending upon the 

factual circumstances of the offence. 

This dual application strengthens criminal prosecution by ensuring that offenders may be 

prosecuted both for the underlying cyber offence under the IT Act and the substantive criminal 

conduct recognised under the BNS. However, it also creates interpretative challenges regarding 

legislative overlap, concurrent applicability, sentencing, and prosecutorial discretion. 

 

8.3 Constitutional Framework 

The legislative framework governing cyber crime must conform to the constitutional 

guarantees embodied in the Constitution of India. Article 14 requires cyber laws to operate 

fairly, reasonably, and without arbitrary discrimination. Investigative powers exercised under 

cyber legislation must therefore satisfy the constitutional requirement of equality before law. 

Article 19(1)(a) guarantees freedom of speech and expression, including online expression. 

Any statutory restriction upon digital communication must satisfy the reasonableness 

requirements contained in Article 19(2). Judicial review has played a significant role in 

ensuring that cyber regulation does not disproportionately restrict legitimate online discourse. 

Article 21, guaranteeing life and personal liberty, has acquired particular significance 

following the judicial recognition of informational privacy as a fundamental right. Cyber 

investigations involving surveillance, interception, data collection, and digital searches must 

therefore satisfy constitutional standards of legality, necessity, proportionality, and procedural 

fairness. 
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8.4 Bharatiya Sakshya Adhiniyam, 2023 and Digital Evidence 

Effective prosecution of cyber offences depends upon the admissibility and reliability of 

electronic evidence. The Bharatiya Sakshya Adhiniyam, 2023 recognises electronic records as 

admissible evidence subject to statutory safeguards relating to authenticity and integrity. 

Digital evidence may include emails, server logs, mobile phone records, CCTV footage, 

cloud-based information, metadata, blockchain records, and social media communications. 

However, because electronic evidence is susceptible to manipulation, preservation of the chain 

of custody and compliance with evidentiary standards remain essential for successful 

prosecution. 

The integration of substantive cyber offences under the IT Act with evidentiary provisions 

under the Bharatiya Sakshya Adhiniyam significantly strengthens India's capacity to prosecute 

technologically sophisticated offences. 

 

8.5 International Legal Framework 

Cyber crime is inherently transnational and cannot be effectively addressed solely through 

domestic legislation. International cooperation therefore plays an indispensable role in 

cybercrime governance. 

The Budapest Convention on Cybercrime (2001) remains the most influential international 

treaty concerning cybercrime investigation, harmonisation of criminal offences, digital 

evidence, and mutual legal assistance. Although India is not a party to the Convention, many 

of its principles have influenced global cybercrime legislation. 

The United Nations Convention against Transnational Organized Crime (UNTOC) and various 

United Nations resolutions encourage States to strengthen cooperation in combating 

technology-enabled criminal activities. Additionally, the UNCITRAL Model Law on 

Electronic Commerce, 1996 significantly influenced the enactment of the Information 

Technology Act, 2000 by promoting legal recognition of electronic records and electronic 

commerce. 

Given the transnational nature of cyber offences, India's legislative framework must continue 

to evolve in harmony with international standards relating to digital investigations, cross-

border evidence sharing, and cyber security cooperation. 

 

8.6 Critical Appraisal of the Legislative Framework 

The legislative framework governing cyber crime in India demonstrates substantial progress 

but remains fragmented. The Information Technology Act provides specialised cyber offences, 
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while the Bharatiya Nyaya Sanhita addresses technology-enabled manifestations of 

conventional crimes. This dual framework expands prosecutorial options but also generates 

uncertainty regarding concurrent application and statutory interpretation. 

Furthermore, rapid technological developments—including artificial intelligence, 

cryptocurrency-based offences, deepfake technology, ransomware, and quantum 

computing—have outpaced legislative reform. The absence of comprehensive statutory 

definitions, specialised procedural safeguards, and harmonised investigative mechanisms 

continues to impede effective cybercrime enforcement. 

Accordingly, future legislative reform should prioritise statutory harmonisation, specialised 

cyber investigation protocols, technological neutrality, and stronger international cooperation 

to ensure that India's cybercrime framework remains responsive to evolving digital threats 

while preserving constitutional guarantees. 

 

9. Judicial Analysis 

The Indian judiciary has played a transformative role in shaping cyber jurisprudence by 

balancing technological advancement with constitutional guarantees. Although the 

Information Technology Act, 2000 provides the statutory framework for regulating cyber 

offences, judicial interpretation has clarified its constitutional validity, scope, and limitations. 

The Supreme Court has consistently recognised that cyber regulation must effectively combat 

digital criminality without disproportionately restricting fundamental rights. Shreya Singhal v. 

Union of India This landmark judgment is regarded as the foundation of modern cyber 

jurisprudence in India. The constitutional validity of Section 66A of the Information 

Technology Act, 2000, which criminalised sending "offensive" electronic messages, was 

challenged on the ground that its vague terminology permitted arbitrary restrictions on online 

speech. 

 

The Supreme Court declared Section 66A unconstitutional for violating Article 19(1)(a) of the 

Constitution. The Court held that expressions such as "grossly offensive" and "menacing" 

lacked legislative certainty and failed to satisfy the reasonableness requirement under Article 

19(2). The decision reaffirmed that digital communication enjoys the same constitutional 

protection as traditional forms of expression and that criminal sanctions must be narrowly 

tailored. The judgment significantly strengthened constitutional safeguards against excessive 

State regulation of online speech. While the judgment robustly protects freedom of expression, 
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concerns persist regarding continued misuse of the repealed provision by enforcement 

agencies. The case illustrates that legislative reform alone is insufficient unless accompanied 

by effective institutional awareness and implementation. 

 

In this historic case Justice K. S. Puttaswamy (Retd.) v. Union of India the Supreme Court 

unanimously recognised the right to privacy as a fundamental right under Article 21. Although 

the case arose in the context of Aadhaar, its implications extend to cyber law, digital 

surveillance, electronic data collection, and cybercrime investigation. The Court held that 

informational privacy forms an integral component of personal liberty and that any State 

intrusion into digital data must satisfy the constitutional tests of legality, necessity, 

proportionality, and procedural safeguards. The judgment fundamentally reshaped India's 

cyber law landscape by requiring investigative agencies to balance cyber security with 

individual privacy. It also laid the constitutional foundation for future data protection and 

surveillance jurisprudence. 

 

Anvar P.V. v. P.K. This judgment significantly clarified the admissibility of electronic 

evidence under the law of evidence. The Supreme Court held that electronic records must 

satisfy the statutory requirements governing authentication before being admitted as evidence. 

 

The decision strengthened evidentiary reliability by emphasising procedural compliance in 

relation to electronic records. The judgment improved the integrity of digital evidence but also 

generated practical challenges for investigating agencies due to the technical requirements 

relating to certification and authenticity. 

 

The Supreme Court reaffirmed in Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal 

the principles governing electronic evidence and clarified the mandatory nature of statutory 

certification requirements, subject to recognised exceptions. The judgment has become 

particularly significant in cybercrime prosecutions because electronic evidence frequently 

constitutes the principal basis of criminal liability. The decision promotes evidentiary certainty 

while simultaneously highlighting the need for improved digital forensic infrastructure capable 

of preserving electronic evidence in accordance with statutory requirements. 

 

9.1 Emerging Judicial Trends 

Recent judicial developments indicate several emerging trends within Indian cyber 
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jurisprudence: 

1. Increasing judicial recognition of digital privacy as a constitutional value. 

2. Greater scrutiny of governmental surveillance and electronic interception. 

3. Stronger protection against arbitrary restrictions upon online expression. 

4. Growing reliance upon electronic evidence in criminal proceedings. 

5. Recognition that cyber offences require specialised investigative expertise and 

technological capacity. 

Collectively, these decisions demonstrate that Indian courts have progressively shifted from 

merely interpreting cyber legislation to developing constitutional principles governing digital 

governance. The judiciary has consistently emphasised that technological advancement must 

remain compatible with the rule of law, procedural fairness, and the protection of fundamental 

rights. 

 

10. Conclusion 

The exponential growth of digital technology has transformed cybercrime into one of the most 

complex challenges confronting contemporary criminal justice systems. India has responded 

through the enactment of the Information Technology Act, 2000 and the broader criminal law 

reforms introduced by the Bharatiya Nyaya Sanhita, 2023. While the Information Technology 

Act continues to serve as the principal legislation governing cyber offences, the Bharatiya 

Nyaya Sanhita complements it by addressing technology-enabled manifestations of 

conventional crimes. Together, these statutes represent a significant evolution in India's legal 

response to digital criminality. 

 

The study demonstrates that the existing legislative framework has considerably strengthened 

India's capacity to prosecute cyber offences. Nevertheless, the coexistence of multiple statutory 

regimes has also created challenges relating to legislative overlap, jurisdictional ambiguity, 

interpretation, investigation, and enforcement. These challenges are further intensified by 

rapidly evolving technologies such as artificial intelligence, ransomware, cryptocurrencies, 

blockchain systems, deepfakes, and quantum computing, which often outpace legislative 

reform. 

 

Judicial decisions have played a crucial role in ensuring that cybercrime regulation remains 

consistent with constitutional principles. Through decisions safeguarding freedom of 
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expression, informational privacy, and procedural fairness, the Supreme Court has reaffirmed 

that effective cyber security cannot be pursued at the expense of fundamental rights. At the 

same time, the judiciary has strengthened the legal framework governing electronic evidence, 

thereby improving the credibility of cybercrime prosecutions. 

 

Comparative analysis indicates that successful cybercrime governance requires more than 

substantive criminal offences. Effective enforcement depends upon specialised investigative 

agencies, technologically advanced forensic infrastructure, harmonised legislation, judicial 

expertise, international cooperation, and continuous legislative adaptation. India's current 

framework reflects important progress but requires greater statutory coherence and 

institutional preparedness to respond effectively to increasingly sophisticated cyber threats. 

 

Accordingly, the paper concludes that future reforms should focus on harmonising the 

Information Technology Act with the Bharatiya Nyaya Sanhita, strengthening digital forensic 

capabilities, establishing specialised cybercrime courts or dedicated judicial benches, 

enhancing capacity-building for investigators and prosecutors, and expanding international 

cooperation in cross-border cyber investigations. Such measures would not only improve the 

effectiveness of cybercrime enforcement but also ensure that India's digital governance 

framework remains firmly anchored in constitutional values, the rule of law, and the protection 

of individual rights. 
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