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DISCLAIMER

No part of this publication may be reproduced, stored, transmitted, translated, or distributed in
any form or by any means—whether electronic, mechanical, photocopying, recording,
scanning, or otherwise—without the prior written permission of the Editor-in-Chief of White

Black Legal — The Law Journal.

All copyrights in the articles published in this journal vest with White Black Legal — The Law
Journal, unless otherwise expressly stated. Authors are solely responsible for the originality,

authenticity, accuracy, and legality of the content submitted and published.

The views, opinions, interpretations, and conclusions expressed in the articles are exclusively
those of the respective authors. They do not represent or reflect the views of the Editorial Board,

Editors, Reviewers, Advisors, Publisher, or Management of White Black Legal.

While reasonable efforts are made to ensure academic quality and accuracy through editorial
and peer-review processes, White Black Legal makes no representations or warranties, express
or implied, regarding the completeness, accuracy, reliability, or suitability of the content
published. The journal shall not be liable for any errors, omissions, inaccuracies, or
consequences arising from the use, interpretation, or reliance upon the information contained

in this publication.

The content published in this journal is intended solely for academic and informational
purposes and shall not be construed as legal advice, professional advice, or legal opinion. White
Black Legal expressly disclaims all liability for any loss, damage, claim, or legal consequence

arising directly or indirectly from the use of any material published herein.
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ABOUT WHITE BLACK LEGAL

White Black Legal — The Law Journal is an open-access, peer-reviewed, and refereed legal
journal established to provide a scholarly platform for the examination and discussion of
contemporary legal issues. The journal is dedicated to encouraging rigorous legal research,

critical analysis, and informed academic discourse across diverse fields of law.

The journal invites contributions from law students, researchers, academicians, legal
practitioners, and policy scholars. By facilitating engagement between emerging scholars and
experienced legal professionals, White Black Legal seeks to bridge theoretical legal research
with practical, institutional, and societal perspectives.

In a rapidly evolving social, economic, and technological environment, the journal endeavours
to examine the changing role of law and its impact on governance, justice systems, and society.
White Black Legal remains committed to academic integrity, ethical research practices, and the

dissemination of accessible legal scholarship to a global readership.
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AIM & SCOPE

The aim of White Black Legal — The Law Journal is to promote excellence in legal research
and to provide a credible academic forum for the analysis, discussion, and advancement of
contemporary legal issues. The journal encourages original, analytical, and well-researched

contributions that add substantive value to legal scholarship.

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and
interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal
professionals, researchers, scholars, and students who demonstrate intellectual rigour,

analytical clarity, and relevance to current legal and policy developments.

The scope of the journal includes, but is not limited to:
e Constitutional and Administrative Law
e Criminal Law and Criminal Justice
e Corporate, Commercial, and Business Laws
e Intellectual Property and Technology Law
e International Law and Human Rights
e Environmental and Sustainable Development Law
e Cyber Law, Artificial Intelligence, and Emerging Technologies

e Family Law, Labour Law, and Social Justice Studies

The journal accepts original research articles, case comments, legislative and policy analyses,
book reviews, and interdisciplinary studies addressing legal issues at national and international
levels. All submissions are subject to a rigorous double-blind peer-review process to ensure

academic quality, originality, and relevance.

Through its publications, White Black Legal — The Law Journal seeks to foster critical legal
thinking and contribute to the development of law as an instrument of justice, governance, and
social progress, while expressly disclaiming responsibility for the application or misuse of

published content.
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CONSUMER PROTECTION IN THE E-CONSUMER
ERA: ADOCTRINAL ANALYSIS OF LEGAL
FRAMEWORK AND CHALLENGES IN INDIA

AUTHORED BY - ASHWIN.A.S. & MRS.KOUSHIKA.P
B.COM LLB (Hons)

ABSTRACT

The rapid growth of digital technology and e-commerce has transformed traditional consumer
markets into a dynamic and complex digital ecosystem. Consumers today increasingly engage
in online transactions through e-commerce platforms, digital marketplaces, and mobile
applications, giving rise to the concept of the “e-consumer.” While this digital shift has
enhanced convenience, accessibility, and global connectivity, it has also introduced new
challenges such as data breaches, online fraud, misleading advertisements, counterfeit
products, and lack of transparency in transactions. These challenges have necessitated the
development of a robust legal framework to protect consumer rights in the digital environment.
23 In India, the enactment of the Consumer Protection Act, 2019 marked a significant step
toward addressing issues faced by e-consumers. The Act introduced provisions relating to e-
commerce, product liability, and unfair trade practices in the digital marketplace. Additionally,
the Consumer Protection (E-Commerce) Rules, 2020 established specific obligations for online
platforms to ensure transparency, accountability, and consumer protection. Despite these
developments, several challenges persist due to rapid technological advancements, cross border
transactions, and enforcement limitations. 2 This research paper undertakes a doctrinal analysis
of consumer protection in the e-consumer era, examining the legal framework governing e-
commerce, analyzing key issues faced by digital consumers, and evaluating the effectiveness
of existing laws. The study further explores judicial responses, regulatory challenges, and the
need for reforms to strengthen consumer protection in the evolving digital landscape. The paper
concludes that while India has made significant progress in regulating e-commerce, continuous
legal and policy updates are essential to address emerging risks and ensure effective protection

of consumer rights in the digital age.

Page | 2474


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 6 | April 2026 ISSN: 2581-8503

Comparative Analysis of Global E-Commerce Consumer Protection Laws
The rapid expansion of e-commerce is a global phenomenon, and countries across the world
have developed diverse legal frameworks to protect consumers in the digital marketplace.
While the fundamental objective of these frameworks remains the same— ensuring fairness,
transparency, and consumer welfare—the approaches adopted by different jurisdictions vary
significantly. A comparative analysis of global e-commerce consumer protection laws provides
valuable insights into best practices, regulatory innovations, and potential reforms that can
strengthen the Indian legal framework. One of the most comprehensive and influential legal
frameworks for consumer protection in the digital age is found in the European Union (EU).
The EU has established a robust regulatory system through directives such as the Consumer
Rights Directive (2011/83/EU) and the General Data Protection Regulation (GDPR). These
laws emphasize transparency, informed consent, and strong data protection measures. For
instance, the Consumer Rights Directive mandates that consumers must receive clear
information about products, pricing, and contractual terms before making a purchase. It also
provides a “cooling off period” during which consumers can cancel online purchases without
providing any reason. The GDPR further strengthens consumer protection by granting
individuals extensive rights over their personal data, including the right to access, correct, and
delete their information. This integrated approach ensures that both transactional and data-
related aspects of e-commerce are effectively regulated. In the United States, consumer
protection in e-commerce is governed by a combination of federal and state laws rather than a
single comprehensive statute. The Federal Trade Commission (FTC) plays a central role in
regulating online commerce by preventing unfair or deceptive practices. Laws such as the
Federal Trade Commission Act and the Electronic Signatures in Global and National
Commerce (E-SIGN) Act provide the legal foundation for digital transactions. Additionally,
state-level laws, such as the California Consumer Privacy Act (CCPA), offer strong data
protection rights to consumers. The U.S. approach is characterized by flexibility and sector-
specific regulation, allowing for innovation while addressing specific issues such as privacy,
cybersecurity, and deceptive advertising. However, the absence of a unified federal data
protection law has been criticized for creating inconsistencies in consumer protection. In the
United Kingdom, consumer protection in e-commerce is governed by the Consumer Rights
Act, 2015 and the Consumer Contracts Regulations, 2013. These laws provide clear guidelines
on digital transactions, including the quality of goods, digital content, and services. Consumers

are entitled to refunds, replacements, or repairs if goods are defective or do not match their
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description. The UK also follows strong data protection standards under the UK GDPR, which
is similar to the EU’s GDPR. Regulatory authorities such as the Competition and Markets
Authority (CMA) actively monitor online platforms to prevent unfair practices and ensure
compliance with consumer protection laws. In China, the growth of e-commerce has been
accompanied by the development of strict regulatory measures. The E-Commerce Law of the
People’s Republic of China, 2019 imposes obligations on e-commerce platforms to verify the
identity of sellers, protect consumer rights, and ensure data security. Platforms are held liable
for failing to take necessary measures against sellers who engage in illegal activities. China’s
approach emphasizes strong state control and enforcement, with a focus on maintaining order
in the rapidly expanding digital marketplace. Another notable example is Australia, where
consumer protection in e-commerce is governed by the Australian Consumer Law (ACL). The
ACL provides comprehensive rights to consumers, including guarantees related to the quality
and fitness of goods and services. It also addresses misleading or deceptive conduct, unfair
contract terms, and product safety. The Australian Competition and Consumer Commission
(ACCC) plays a key role in enforcing these laws and protecting consumer interests. The ACL
applies equally to online and offline transactions, ensuring consistency in consumer protection.
A comparative analysis reveals several important trends and best practices in global e
commerce regulation. First, many countries emphasize the importance of transparency and
disclosure, requiring businesses to provide clear and accurate information to consumers.
Second, data protection and privacy have become central components of consumer protection
frameworks, reflecting the growing importance of personal data in digital transactions. Third,
strong regulatory authorities with enforcement powers are essential for ensuring compliance
and addressing violations effectively. Fourth, many jurisdictions provide cooling-off periods
and easy return mechanisms, enhancing consumer confidence in online transactions. 72 In
comparison, India has made significant progress through the Consumer Protection Act, 2019
and the E-Commerce Rules, 2020, which address many of the issues faced by e consumers.
However, certain gaps remain, particularly in areas such as cross-border transactions,
algorithmic transparency, and enforcement of data protection laws. Learning from international
practices can help India strengthen its legal framework and adopt more comprehensive and
effective regulatory strategies. Another important aspect highlighted by comparative analysis
is the need for international cooperation in consumer protection. Since e-commerce
transactions often involve multiple jurisdictions, collaboration between countries is essential
for addressing issues such as cyber fraud, data breaches, and enforcement of consumer rights.

International agreements and harmonization of legal standards can facilitate better protection
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for consumers in the global digital marketplace. In conclusion, the comparative analysis of
global e-commerce consumer protection laws demonstrates that effective regulation requires a
combination of strong legal frameworks, proactive enforcement, and continuous adaptation to
technological advancements. While different countries adopt varied approaches, common
principles such as transparency, accountability, and consumer empowerment remain central to
all systems. By learning from global best practices and addressing existing gaps, India can
further strengthen its consumer protection regime and ensure that e-consumers are adequately
safeguarded in the evolving digital economy.
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