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LEGAL FRAMEWORK GOVERNING DIGITAL
PAYMENT SYSTEMS AND E-COMMERCE
TRANSACTIONS.
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ABSTRACT

As a result of less time being required for network-based work than for manual tasks, technology is
vital at this moment when work is minimized. Using resources online, the work previously done by
visiting locations and libraries and spending hours studying information, is just one example of how
technology is used for all work purposes. Online purchasing is another example of how technology
makes work easier. Payment of bills or other monetary payments is the next essential and regular
necessity, and traditionally, this requires the physical presence of the person or the department.
Internet transactions for bill payments and money transfers have made that task less complicated due
to digital payment systems. This paper mainly discusses the evolution of the digital payment system
and how laws governing it in India facilitate it. Digital payment systems cover various approaches,
including collaborative transfers, cryptocurrency, mobile wallets, internet banking, and contactless
transactions. These technologies provide advantages, including improved speed, accessibility, and
security, their widespread use poses significant legal issues. The government and law make sure that
the security and privacy of the people are safeguarded, as there are numerous chances where it can
be invaded by the digital world. The digital payment system has advantages and disadvantages, where
the government ensures to fix the security-based disadvantages by enacting acts, rules, and
organization. Governments, financial institutions, and regulatory agencies all have a vital role in
safeguarding these systems, fairness, security, and integrity. Data security and privacy, electronic
signatures, consumer protection, anti-money laundering (also known as AML) and KYC (know-your-
customer) laws, intellectual property rights, and cybercrime are critical legal issues to address.
Intellectual property rights are also important, especially concerning technological advancements and

patents. Cybersecurity rules are essential to preserve the reliability of digital payment systems and

! Semester 11, LLM (Corporate and Commercial Law), CHRIST (Deemed to be University), Bengaluru, India.
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safeguard them against online threats. The governing Act of the digital payment system in India is
the Payment and Settlement Act of 2007, which regulates online transactions, card payments, and bill
payments. The Act creates standards for customer protection and dispute resolution as well as a
structure for management and surveillance of digital payment service providers. To maintain the
security and effectiveness of the digital payments sector, it also creates laws, authorizes payment
system operators, and monitors them. RBI also took initiatives in facilitating the Digital payment
system. National Payment Corporation of India (NPCI) was one of the initiatives by RBI and the
Indian Bank Association (IBA) under the Payment and Settlement Act, 2007; as the principal clearing
house for all Indian electronic retail payment transactions, NPCI supports interbank transactions. This
paper will briefly discuss the acts governing the Digital payment system, such as the Payment and
Settlement Act of 2007, Data Protection laws, the Information Technology Act of 2000, RBI
guidelines, and the support given by the NPCI organization for safeguarding digital payments. This
paper highlights the issues in the digital payment system and e-commerce transactions like data
privacy, digital literacy, Network infrastructure issues, Online dispute Resolution Platforms,
Standardization, and Interoperability, and safeguard procedures. This paper approach a descriptive
study on the digital payment system and E-Commerce transaction to analyse the legal issues and the

framework governing these systems.

Keywords: Digital Payment system, Standardization, Online dispute resolution, e-Transactions

I.  INTRODUCTION:

Our lives have been transformed by technology in many ways, and payment methods are no different.
In a number of areas, digital payment methods have shown to be superior than conventional ones.
First of all, they provide unmatched convenience by making it possible toconduct quick and simple
transactions from the comfort of a computer or smartphone, doing away with the need for bulky
cash and cheques or in-person trips to banks. In addition,digital payments settle quickly or in a
few hours, which is faster and more efficient than the lengthy process of clearing paper checks or
bank transfers. Furthermore, digital payments aresafer than cash or paper checks because of
technology's improved fraud detection, authentication, and enhanced encryption features.
Furthermore, it encourages financial inclusion by giving those in remote locations who might not
have access to traditional banks banking and payment services. Digital payments make thorough

record-keeping easier, which makes budgeting and financial management simpler. Digital payment



modes in India includes BHIM-UPI®, IMPS, NACH, NETC, debit cards, credit cards, NEFT, RTGS,
PPI and others. Digital payment systems also cover various approaches, includingcollaborative

transfers, cryptocurrency, mobile wallets, internet banking, and contactlesstransactions.

II. EVOLUTION OF DIGITAL PAYMENT SYSTEM

Significant changes have been observed throughout the years in India's digital payment systems
evolution. Early in the new millennium, electronic funds transfer systems were the main way that
digital payment techniques entered India. But the true game-changer waswhen the Immediate
Payment Service (IMPS) and National Electronic Funds Transfer (NEFT) were introduced in 2010,
enabling faster and more comfortable online fund transfers. The Unified Payments Interface (UPI),
which made it possible for quick and easy mobile money transactions, changed the game in 2016.
Bill payments, mobile commerce,and person-to-person transfers are just a few of the services that
were made possible by UPI'squick adoption, which revolutionised digital payments. In addition to
having a major effect on the economy, India's demonetization programme hastened the country's
transition todigital payments. In India, digital payments made up only 10% of all transactions prior
to demonetization; but, in the years since, that percentage has increased to nearly 20%. The
announcement was made by Indian Prime Minister Sh. Narendra Modi on November 8,2016,
regarding the demonetization of all 500- and 1,000-rupee notes, which made up to of the currency
in circulation. The vigorous marketing and acceptance of the digital environment in India can be

attributed to this strategic drive.*

India's digital payment ecosystem has been further spurred by subsequent breakthroughs in
contactless payments, digital wallets, and government-backed programmes like BHIM and Aadhar-
based payment systems, making it one of the most dynamic and fast growing globally. The pandemic
hastened people's growing inclination towards digital payments.

The pandemic hastened the expansion of digital payment systems even more, particularly forbusiness

3 Bharat Interface for Money (BHIM) is a payment app that lets you make simple, easy and quick transactions using
Unified Payments Interface (UPI). You can make direct bank payments to anyone on UPI using their UPI ID or scanning
their QR with the BHIM app. You can also request money through the app from a UPI ID. Available
https://www.bhimupi.org.in/about-bhim (last accessed on February 24, 2024).

4 Shri Inder Pal Singh Seth, Digital payments driving the growth of digital economy,
Emblem,https://www.nic.in/blogs/digital-payments-driving-the-growth-of-digital-economy/, (Last Accessed on March
10, 2024).
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payments, as customers have demanded safer alternatives to cash. The growing acceptance of digital
payments by retailers encouraged consumer use as well, starting a positive feedback loop for growth.
According to NPCI data, monthly transaction volumes forUPI (payments) and BBPS (Bharat Bill
Payments System), an NPClI-operated system designed to enable interoperability for recurring bill
payments, increased by more than 50%. Other use cases, including the FastTag electronic toll

collecting system, also showed the similar trend of growing preference for digital payment methods.®

I11. LEGAL ISSUES UNDER DIGITAL PAYMENT SYSTEM

A variety of concerns can be covered by legal difficulties in the context of digital payment systems.
These could include electronic signature, consumer protection, Anti-money laundering, security
lapses, data privacy, and regulatory compliance. In order to guarantee fair and transparent
transactions, digital payment platforms must abide by financial and consumer protection rules,
therefore compliance with pertinent laws and regulations is essential. Another big worry is data
privacy, since users' sensitive financial and personal information must be protected in compliance
with data protection laws. Furthermore, there isstill a significant risk of fraud and security breaches,
which calls for strong cybersecurity measures to protect transactions and uphold public confidence.
In addition, contract enforcement, dispute settlement, and liability in the event of system malfunctions

or technical difficulties can all be legal concerns.

1. Security and Privacy issues: Although digital payments offer numerous advantages, there
are legitimate security risks that need to be taken into consideration. One important factor to
take into account when using digital payment methods is privacy. Data security and user
privacy are concerns that arise from the collecting and storage of sensitive personal and
financial information by these technologies, which are becoming more and more interwoven
into our daily lives. Digital payment providers must implement strict security measures to
prevent data breaches and unauthorised access because users entrust them with their contact
information, transaction history, and, in certain situations, biometric data. It's critical to strike
a careful balance between convenience and privacy since customers desire frictionless

transactions and the confidentiality of their data. Establishing privacy guidelines and making

SRahul Chari, The evolution of digital payments and its impact on consumer spending (2023) Times of IndiaBlog,
Febraury 2023, https://timesofindia.indiatimes.com/blogs/voices/the-evolution-of-digital-  payments-and-its-
impact-on-consumer-spending/,( Last Accessed on March 10, 2024 )



digital payment providers responsible for the responsible treatment of user data are crucial
tasks for regulatory frameworks like data protection laws, which guarantee that privacy
concerns are taken into consideration and honoured in an era of ever-evolving technology.
These security concerns with digital payments, which range from malware attacks and
fraudulent activities to data breaches and phishing schemes, put both consumers and
organisations at serious danger. We need to take measures to make sure that our financial
transactions are secure since we are depending more and more on digital payments. Without
appropriate security measures in place, people and companies run the danger of suffering
monetary losses, having private information stolen, and having their confidence and
reputation damaged.®

2. Electronic signatures: The legal ramifications of electronic signatures in relation to digital
payments are complex and demand careful thought. Electronic signatures are efficient and
convenient, however there are debates regarding their security and authenticity. Validating
transactions requires strict adherence to laws and regulations pertaining to electronic
signatures. Furthermore, because these signatures are digital, there is a chance of fraud or
fabrication, which emphasises the need for strong authentication procedures and encryption
to safeguard private financial data. An recurring challenge in the digital payment ecosystem
is striking a balance between the ease of electronic signatures and the requirements for legal
validity and security. To properly address these issues, clear legal standards and safeguards
are required.

3. Consumer Protection: In the legal context of digital payment systems, consumer protection
is a primary concern. It covers a wide range of topics, such as fair billing procedures, dispute
resolution, and fraud prevention. Users require reassurance that unapproved transactions and
conflicts with merchants won't happen to them, as well as that their rights and interests are
respected. Legal frameworks and regulatory bodies play a crucial role in outlining the
obligations of payment service providers in order to guarantee safe and transparent
transactions. Ensuring consumer protection in the digital payment ecosystem requires well-
defined regulations for resolving disputes and providing channels for users to pursue legal

action in case of fraud or billing irregularities. In order to preserve faith and confidence in

& Patel. R, Security Concerns & Solutions in Digital Payment Landscape, Security concerns & solutions in digital
payment landscape, April 2023, https://www.digipay.guru/blog/security-concerns-and-solutions-in-digital-payment/
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these systems and guarantee that customers are treated fairly, legal actions are essential.

4. Anti- money Laundering: In the context of digital payments, anti-money laundering (AML)
is a crucial legal consideration. Digital transactions' ease of use and speed have the potential
to draw in criminals looking to use the system for money laundering purposes. Digital
payment service providers must put strong AML procedures in place in order to comply with
regulatory bodies. These procedures include monitoring transactions, reporting suspicious
activities, and doing client due diligence. These criteria aim to ensure the legality and
security of digital payment systems as well as the detection and prevention of money
laundering and the financing of terrorism. Fulfilling these responsibilities is necessary to stay
in accordance with the law and to preserve the integrity of the digital payment ecosystem,
which is vital to the world's financial system.”

5. Know Your Customer (KYC) Laws: Laws pertaining to Know Your Customer (KYC) are
essential for handling legal concerns in the digital payment system. In order to stop money
laundering, fraud, and other illegal activity, these regulations mandate that financial
institutions and digital payment providers collect specified information, authenticate the
identities of their users, and monitor transactions. For digital payment platforms to reduce
the risk of financial crimes and uphold regulatory compliance, KYC compliance is essential.
Although KYC procedures improve security, they also give rise to privacy concerns because
of the potential for users' rights to be violated by the substantial data collecting and
monitoring. One of the biggest challenges facing digital payment systems is finding abalance
between KYC compliance and user privacy. This requires constant technological and
legislative solutions to safeguard both individual privacy and financial integrity.

6. Intellectual Property Issues: Digital payment systems and intellectual property rights (IPR)
interact in a number of ways that give rise to intricate legal problems. IPR is relevant when
safeguarding the patents, copyrights, and trademarks connected to the cutting-edge software,
technologies, and algorithms that these systems frequently  rely on. Fintech companies

haveto traverse a complex web of intellectual property rules to protect their ideas and avoid

" PayPal registers with FIU of India under anti-money laundering law. (2024, February 20). www.business-standard.com.
https://www.business-standard.com/companies/news/paypal-registers-with-fiu-of-india-under-anti-money-laundering-
law-124022000538_1.html



violating pre-existing rights. Furthermore, digital payments entail joint ventures and
cooperation, wherein intellectual property rights contracts play a crucial role in delineating
ownership, licencing, and royalties. The increasing popularity of blockchain and open-source
software adds complexity to intellectual property rights (IPR), making explicit legal
frameworks necessary to safeguard these digital assets. Comprehending and overseeing
intellectual property rights is essential in this ever-changing environment to promote
creativity, guarantee equitable competition, and mitigating legal disputes within the digital
payment industry.

7. Cyber crimes: A new set of legal challenges pertaining to cyber crimes has emerged as a
result of the increase in digital payments. Cyber criminals pose a serious threat to law
enforcement and the legal system by taking advantage of weaknesses in digital payment
systems to commit fraud, identity theft, and unauthorised financial transactions. These illicit
actions cover a broad spectrum of offences, including virus attacks, phishing scams, and
account hacking. In addition to strong cyber security measures and international
collaboration, combating cyber crimes in the digital payment arena also requires the creation
and implementation of laws that will hold offenders accountable and shield users from
financial losses and privacy violations. Global legal authorities are attempting to find a
balance between the ease of digital payments and the need to protect victims as cyber crimes

continue to evolve.

IV. LEGAL FRAMEWORK OF DIGITAL PAYMENT
SYSTEM IN INDIA

The Payment and Settlement Systems Act, 2007 largely governs the legal foundation of the digital
payment system in India. The Reserve Bank of India (RBI) is able to oversee and control all of the
nation's payment and settlement systems because to its extensive law.In order to guarantee the
efficiency, safety, and security of digital transactions, it lays out theguidelines and requirements for

payment system operators.®

The fundamental legislative framework that oversees India's digital payment system is the Payment

8 Payment Aggregators and Gateways - India’s Regulatory Framework - azb. (2022, April 29). Azb.
https://www.azbpartners.com/bank/payment-aggregators-and-gateways-indias-requlatory-framework/ Last Accessed 10
March, 2024.
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and Settlement Systems Act, 2007. The Reserve Bank of India (RBI) is empoweredby this legislation
to control, monitor, and oversee all of the nation's payment and settlement systems. It promotes
consumer protection and settlement finality while laying forth strict guidelines and requirements for
payment system operators to follow in order to guarantee thesecurity and effectiveness of digital
transactions. The Act has a significant impact on how thedigital payment landscape in India develops
because it gives the RBI the authority to make important guidelines and directives that support
innovation and interoperability while preserving the integrity of the financial system, thereby
enhancing the country's digitalpayment ecosystem.

The Reserve Bank of India is a key player in overseeing and managing the country's digital payment
system (RBI). It has the authority to set guidelines, issue orders, and providepayment system
operators permission in order to ensure the efficiency, security, and stability of digital payment
systems. The RBI has a wide range of responsibilities, from creating laws and regulations to enforcing
compliance with security and legal standards. It also monitors transactions and supervises the
activities of payment system providers to prevent fraud and systemic risks. The Reserve Bank of
India (RBI) is a crucial entity in steering the advancement and maintaining the legitimacy of digital

payment systems within the nation.®

The RuPay card network, the Immediate Payment Service (IMPS), and the Unified Payments
Interface (UPI) are just a few of the well-known payment systems that are managed and supervised
by NPCI. Digital payments are now more accessible and convenient for both consumers and
enterprises because to its inventive and interoperable systems, which have completely changed the
way Indians undertake financial transactions. In line with the government's push for a less-cash
economy and financial inclusion, NPCI's initiatives have helped fuel the rise in cashless transactions

and financial digitization in India.

The regulation and governance of the digital payment system in India is largely dependent onthe
Information Technology Act (IT Act). The IT Act, which was passed in 2000 and later updated,

% Discussion Paper on Guidelines for Payment Gateways and Payment Aggregators; Reserve Bank of India Department
of Payment and Settlement Systems [available
on https://rbidocs.rbi.org.in/rdocs/PublicationReport/Pdfs/DPSSDISCUSSIONPAPEREFCF5B7E17F9431185BD4FD5
7E540F47.PDF] last accessed on March 10, 2024
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establishes the legal foundation for digital payment methods and computer transactions. The legal
validation of digital signatures and electronic documents is established, which is essential for the
operation of digital payment systems. The Act offers a thorough set of standards to safeguard the
interests of users and enterprises involved in digitaltransactions. It also tackles issues pertaining to
cybersecurity, privacy, and data protection. In  addition, the IT Act guarantees that the legal
dimensions of digital payments are secure and well-defined within the confines of Indian law by

offering a dispute resolution systempertaining to electronic payments.

India’s digital payment system is expected to be significantly impacted by the proposed legislation
known as the Digital Personal Data Protection Act 2023. The act will bring about extensive rules and
security measures to protect personal data, including financial data, that digital payment service
providers hold. It is anticipated to cover topics including consent, security, data protection, and how
sensitive personal data is handled in online transactions. This Act seeks to increase user trust and
security by strengthening data protection and privacyregulations, which would ultimately support the

dependability and integrity of India's quicklyexpanding digital payment ecosystem.

V. DIGITALPAYMENT SYSTEM AND E-COMMERCE
TRANSACTION

Digital payment mechanisms are essential to e-commerce platforms as they enable safe, easy,and
quick transactions. Consumers can make purchases on e-commerce websites and apps using a range
of payment methods, including as bank transfers, digital wallets, credit/debit cards, and mobile
payment apps. There are many advantages to using these digital payment systems for online
purchases. They provide a smooth and intuitive experience, enabling usersto finish purchases in a
few of clicks. Due to its simplicity in doing away with the necessity for actual cash or checks, online
shopping has become more and more popular. Additionally,compared to conventional payment
methods, digital payments offer a higher level of securitysince they use authentication and encryption

to safeguard critical financial data.°

1 FM  Contributors, The  Evolution of Digital Payments and E-Commerce,  April
2023, https://www.financemagnates.com/fintech/payments/the-evolution-of-digital-payments-and-e-commerce/, Last
Accessed March 9, 2024
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1. Network infrastructure problems
Network infrastructure problems can have a substantial influence on the user experience and overall
process efficiency in the context of e-commerce transactions made possible by digital payment
systems. Both users and businesses may experience delays and disruptions intransaction processing
due to insufficient network capacity or congestion. Serviceinterruptions or outages, which are
frequently brought on by cyberattacks or infrastructure problems, can impair customer confidence
and create financial losses and disruptions to payment processing. In addition, unequal access to
digital payment methods and e-commerceplatforms may arise from variations in network quality
among various regions. In an increasingly digital world addressing network infrastructure issues such
as bandwidth constraints, cybersecurity worries, and geographic differences is crucial to preserving

the smooth and safe flow of e-commerce transactions.

2. Online Dispute Resolution mechanism:
Online dispute resolution (ODR) is a critical component of digital payment system- facilitated e-
commerce transactions. ODR platforms and methods are increasingly being 15tilized to resolve
conflicts and disputes that may emerge between online marketplacecustomers and sellers. They offer
a quick and low-cost solution to problems includingproduct quality, delivery disagreements, and
payment anomalies. ODR allows parties to engage in negotiation, mediation, or arbitration over the
internet, removing the need for in- person interactions or lengthy legal processes. This not only
increases e-commerce’s trustand credibility, but also ensures that online transactions may be
undertaken with confidence, knowing that a fair and accessible dispute resolution process Is

immediately available when necessary.!

RECOMMENDATIONS AND SUGGESTIONS:

1. Strengthen Data Protection Laws: India should think about passing comprehensive data
protection legislation, like the planned Digital Personal Data Protection Act 2023, given the
country's growing reliance on digital payments and the sensitive nature of the financial data
involved. Through the establishment of strict regulations and security measures to protect the

financial and personal information stored by digital payment service providers, this act would

11 Tech, B. (2023, December 26). Online Dispute Resolution (ODR)-101 - Backspace Tech - Medium. Medium.
https://backspace-tech.medium.com/online-dispute-resolution-odr-101-e92d0fa02dab. Last Accessed on March 10, 2024.
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increase user confidence and trust.

2. Strengthen Cybersecurity Protocols: Strengthening cybersecurity measures is necessary
because cybercrimes that target digital payment systems are becoming a bigger danger. To
effectively address cyber threats, this entails putting in place strong encryption standards,
carrying out frequent security audits, and encouraging cooperation between industry players
and law enforcement organizations.

3. Encourage Financial Literacy: There should be a concentrated effort to encourage financial
literacy in order to guarantee that consumers possess the information and abilities required to
utilize digital payment systems properly. Public awareness campaigns, educational programs,
and the provision of easily accessible resources on secure digital payment methods can all
help achieve.

4. Boost Regulatory Oversight: The Reserve Bank of India (RBI) and other regulatory
organizations are essential in monitoring and controlling digital payment systems. To
maintain adherence to current legal requirements and regulations, as well as to keep up with
new developments in technology, it is imperative that regulatory oversight be strengthened in
the context of digital payments.

5. Encourage Innovation and Interoperability: Promoting innovation in the fintech industry and
fostering interoperability among various digital payment systems can increase
competitiveness, enhance user experience, and broaden financial inclusion. It is important to
create regulatory frameworks that protect consumer interests and uphold system integrity
while also promoting an atmosphere that is favorable to innovation.
Put in Place Robust Dispute Settlement Procedures: In order to settle disagreements and
disputes resulting from e-commerce transactions, online dispute resolution systems are
essential. The establishment of effective and user-friendly dispute resolution methods is
crucial in order to promptly and equitably handle consumer complaints and boost confidence

in digital payment systems.

VI. CONCLUSION

The legal framework that governs digital payment systems and e-commerce transactions iscritical to

the smooth and secure operation of these vital components of the modern economy. The Payment
and Settlement Systems Act, the Information Technology Act, and possible data protection legislation

provide the framework for digital payment systems in India. They promote innovation and



interoperability while ensuring compliance, consumer protection, and data security. These legal
frameworks provide a foundation for secure online buying and selling, as well as dispute resolution
methods, in the context of e-commerce transactions. As the digital landscape evolves, these legal
frameworks will be crucial in maintaining confidence, security, and efficiency in digital payments
and e-commerce transactions, contributing to the growth and dependability of these critical sectors

in the Indian economy.*?

2 A Perspective on the Current Regulations on Payment Aggregators. (n.d.). Singhania & Partners.
https://singhania.in/blog/a-perspective-on-the-current-requlations-on-payment-
aggregators?utm_source=mondag&utm_medium=syndication&utm_term=Technology&utm_content=articleoriginal &u
tm_campaign=article, Last Accessed on March 10,2024.
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