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White Black Legal — The Law Journal is an open-access, peer-reviewed, and refereed legal
journal established to provide a scholarly platform for the examination and discussion of
contemporary legal issues. The journal is dedicated to encouraging rigorous legal research,

critical analysis, and informed academic discourse across diverse fields of law.

The journal invites contributions from law students, researchers, academicians, legal
practitioners, and policy scholars. By facilitating engagement between emerging scholars and
experienced legal professionals, White Black Legal seeks to bridge theoretical legal research

with practical, institutional, and societal perspectives.

In a rapidly evolving social, economic, and technological environment, the journal endeavours
to examine the changing role of law and its impact on governance, justice systems, and society.
White Black Legal remains committed to academic integrity, ethical research practices, and the

dissemination of accessible legal scholarship to a global readership.
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social progress, while expressly disclaiming responsibility for the application or misuse of

published content.
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ENFORCEABILITY OF E-CONTRACTS IN INDIA: A
COMPARATIVE STUDY OF DIGITAL SIGNATURES
AND CROSS-BORDER COMMERCIAL DISPUTES

AUTHORED BY - SAMIKSHA JAYASWAL,
ADV. PREKSHA JAYASWAL & ADV. SAKSHAM JAYASWAL

Abstract

There have been many changes that have come about as a result of the rapid growth of
electronic commerce. E-contracts are now an important component of any commercial
transaction in today's business environment. In India, there are some provisions that deal with
the enforceability of electronic contracts through the Indian Contract Act, 1872 and the
Information Technology Act, 2000. There is also recognition of electronic records and digital
signature under the law. However, there are still various difficulties concerning the
enforceability, authentication, electronic consent and jurisdiction. As such, there is always
difficulty in the cross-border commercial transactions. This research paper provides a critical
evaluation of the current legal framework surrounding the enforceability of electronic contracts
especially with reference to the issue of digital signature and the question of jurisdiction in
cross-border commercial transactions in India. In this regard, the research uses the doctrinal
and comparative research methodology. It will involve analysis of the legislative measures in
place, case laws and international standards. Comparison with other jurisdictions will be

carried out.

Keywords: E-Contracts, Electronic Commerce, Digital Signatures, Enforceability,
Information Technology Act, 2000, Cross-Border Commercial Disputes, Jurisdiction,

Electronic Evidence, Online Dispute Resolution (ODR).

1. Introduction
The advancement of information technology has transformed commercial transactions by
enabling parties to enter into agreements electronically. The growth of e-commerce, digital
payments, and online platforms has made electronic contracts (e-contracts) an essential part of

modern business practices. Unlike traditional paper-based contracts, e-contracts are formed
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through emails, websites, mobile applications, and digital platforms, reducing time and

geographical barriers.

In India, e-contracts are recognised under the Information Technology Act, 2000, particularly
Section 10A, along with the principles of the Indian Contract Act, 1872. Digital signatures and
electronic records provide authentication and security; however, issues relating to consent,
identity verification, cyber fraud, and electronic evidence remain challenging. Cross-border
electronic transactions also create concerns regarding jurisdiction, applicable law, and
enforcement of contractual obligations. This research examines the enforceability of e-
contracts in India, focusing on digital signatures and cross-border disputes, while analysing

legal gaps and suggesting reforms for a stronger digital contracting framework.

2. Research Problem
The increasing use of electronic contracts has created several legal challenges regarding their
validity, enforceability, and authentication. Although Indian law recognises e-contracts, issues
relating to electronic consent, digital signatures, electronic evidence, and security remain
uncertain. Cross-border transactions further create difficulties concerning jurisdiction,
applicable law, and enforcement of foreign judgments and arbitral awards. Cyber fraud,
identity theft, and misuse of digital signatures also affect the reliability of electronic
contracting. Therefore, this research examines the existing legal framework and the need for

effective mechanisms to ensure secure and enforceable e-contracts in India.

3. Research Objectives
The objectives of this research are:
1. To examine the legal framework governing electronic contracts in India.
2. To analyse the enforceability of electronic contracts under Indian law.
3. To study the legal recognition and role of digital signatures in electronic transactions.
4

To examine jurisdictional challenges arising in cross-border commercial disputes.

4. Research Questions

1. What constitutes a valid electronic contract in India?
2. How are digital signatures legally recognized?

3. What are the requirements for enforceability?
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4. What jurisdictional problems arise in cross-border contracts?

5. How do India and other jurisdictions regulate electronic contracts?

5. Concept of Electronic Contracts
An electronic contract (e-contract) refers to an agreement created, negotiated, and executed
through electronic means instead of traditional paper-based methods. It is formed when parties
communicate their offer and acceptance through digital platforms such as websites, emails,
mobile applications, or electronic systems. E-contracts have become an important part of
modern commercial transactions due to the rapid growth of e-commerce and digital

technologies.

Definition of E-Contract

An electronic contract may be defined as a legally enforceable agreement in which the
formation, acceptance, authentication, or performance of contractual obligations takes place
through electronic communication or digital technology. In India, electronic contracts are
recognised under Section 10A of the Information Technology Act, 2000, which provides legal

validity to contracts formed through electronic means.

Characteristics of Electronic Contracts

1. Paperless
Electronic contracts eliminate the requirement of physical documents. Agreements,
signatures, and records are created and stored digitally, reducing paperwork,
administrative costs, and time involved in traditional contracting.

2. Instantaneous
E-contracts enable immediate communication between parties. Offer, acceptance, and
confirmation can take place within seconds, regardless of the geographical distance
between contracting parties.

3. Automated
Many electronic contracts are executed automatically through computer systems or
software programs without continuous human involvement. Automated transactions are
commonly used in online purchases, digital payments, and smart contract systems.

4. Borderless

Electronic contracts are not restricted by geographical boundaries. Parties located in
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different countries can enter into agreements electronically, promoting international
trade and cross-border commerce.

Technology-Driven

E-contracts depend on digital technologies such as electronic records, encryption,

digital signatures, and online platforms for creation, authentication, and enforcement.

Types of Electronic Contracts

1.

Click-Wrap Agreements

Click-wrap agreements require users to actively accept contractual terms by clicking an
“I Agree” or similar button before accessing a service or completing a transaction.
These agreements are commonly used by software providers, e-commerce websites,
and online service platforms. The user's affirmative action indicates acceptance of the
terms.

Browse-Wrap Agreements

Browse-wrap agreements bind users to terms and conditions through continued use of
a website or online service. Unlike click-wrap agreements, users are not required to
actively click an acceptance button. The enforceability of browse-wrap agreements
depends on whether the user had reasonable notice of the terms.

Shrink-Wrap Agreements

Shrink-wrap agreements are commonly used in software licensing. The terms of the
agreement are enclosed within the product packaging, and acceptance is implied when
the purchaser opens the package or uses the software. These agreements have been
recognised in several jurisdictions, subject to fairness and notice requirements.

Email Contracts

Email contracts are agreements formed through exchange of electronic communications
between parties. An offer, acceptance, and other contractual terms communicated
through emails may create a legally binding contract if the essential requirements of a
valid contract are satisfied.

Electronic Data Interchange (EDI)

Electronic Data Interchange refers to the electronic exchange of business documents,
such as purchase orders, invoices, and payment details, between organisations through
standardised computer systems. EDI is widely used in supply chains and international
commercial transactions due to its efficiency and accuracy.

Smart Contracts
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Smart contracts are self-executing digital agreements where contractual terms are
automatically performed through computer code, often using blockchain technology.
Once predefined conditions are satisfied, the contract executes without the need for
human intervention. Smart contracts provide transparency and efficiency but raise legal

concerns regarding regulation, jurisdiction, and dispute resolution.

6. Legal Framework Governing E-Contracts in India
The legal framework governing electronic contracts in India is based on a combination of
traditional contract law principles and technology-specific legislation. The Indian Contract Act,
1872 provides the basic requirements for the formation of valid contracts, while the Information
Technology Act, 2000 grants legal recognition to electronic records and digital signatures. The
Bharatiya Sakshya Adhiniyam, 2023 further regulates the admissibility and evidentiary value

of electronic records in legal proceedings.

6.1 Indian Contract Act, 1872
The Indian Contract Act, 1872 is the primary legislation governing the formation and
enforceability of contracts in India. Although enacted before the development of digital
technology, its principles apply equally to electronic contracts. An e-contract must satisfy the
essential requirements of a valid contract under the Act to become legally enforceable.
Essential Elements of a Valid Contract
1. Offer
An offer refers to a clear expression of willingness by one party to enter into an
agreement with another party. In electronic contracts, an offer may be made through
websites, emails, online platforms, or digital applications. For example, displaying
goods on an e-commerce website may constitute an invitation to offer, while a specific
digital proposal sent through electronic communication may amount to an offer.
2. Acceptance
Acceptance occurs when the party receiving the offer agrees to its terms. In e-contracts,
acceptance may take place through electronic communication, clicking an “I Agree”
button, sending a confirmation email, or completing an online transaction. The
acceptance must be clear, unconditional, and communicated through electronic means.
3. Consideration

Consideration refers to something of value exchanged between parties for creating
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contractual obligations. In electronic transactions, payment made through online
banking, digital wallets, or other electronic payment systems constitutes valid
consideration.
4. Free Consent
Consent between parties must be voluntary and free from coercion, fraud, undue
influence, misrepresentation, or mistake. In electronic contracts, ensuring genuine
consent can be challenging due to issues such as misleading terms, hidden clauses, and
online fraud.
5. Capacity of Parties
The parties entering into an electronic contract must have legal capacity to contract.
They must be competent, of legal age, and capable of understanding the terms of the
agreement. Online transactions create additional concerns regarding verification of
identity and age of contracting parties.
6. Lawful Object
The purpose of the contract must be lawful and not prohibited by law. Electronic
contracts involving illegal activities or unlawful transactions cannot be enforced,
regardless of the method of formation.
Application of Contract Act to Electronic Contracts
The principles of the Indian Contract Act apply to e-contracts in the same manner as traditional
contracts. The medium of communication does not affect the validity of an agreement as long
as all essential requirements of a valid contract are fulfilled. Therefore, electronic contracts
formed through digital platforms, emails, or online systems can be legally enforceable under

Indian law.

6.2 Information Technology Act, 2000

The Information Technology Act, 2000 is the principal legislation providing legal recognition
to electronic transactions in India. It was enacted to facilitate electronic commerce and establish
a framework for electronic records, digital signatures, and online transactions.

Important Provisions

Section 4 — Legal Recognition of Electronic Records

Section 4 provides that electronic records shall have the same legal recognition as traditional
paper documents when they satisfy the prescribed requirements. This provision establishes the
validity of digital documents in commercial transactions.

Section 5 — Legal Recognition of Electronic Signatures

Page | 565


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 8 | June 2026 ISSN: 2581-8503

Section 5 grants legal recognition to electronic signatures and provides that electronic
authentication methods can be used to verify the identity of the person signing an electronic
record. Digital signatures therefore perform the same function as handwritten signatures in
electronic transactions.

Section 10A — Validity of Contracts Formed through Electronic Means

Section 10A specifically confirms that contracts formed through electronic means cannot be
considered invalid merely because electronic communication was used for their formation.
This provision is the foundation for the enforceability of e-contracts in India.

Sections 14-16 — Secure Electronic Records and Secure Electronic Signatures

These provisions deal with secure electronic records and secure electronic signatures. They
establish standards for ensuring the integrity, authenticity, and reliability of electronic
documents and signatures used in digital transactions.

Sections 35-39 — Digital Signature Certificates

These provisions regulate the issuance, suspension, and revocation of digital signature
certificates by Certifying Authorities. They provide a mechanism for authenticating digital

identities and ensuring trust in electronic transactions.

6.3 Bharatiya Sakshya Adhiniyam, 2023

The Bharatiya Sakshya Adhiniyam, 2023 governs the admissibility and evidentiary value of
electronic records in Indian courts. With the increasing dependence on digital transactions,
electronic evidence has become an essential component of modern litigation.

Electronic Evidence

Electronic evidence includes digital records such as emails, electronic agreements, digital
signatures, computer records, and transaction logs. -Such evidence can be produced before
courts to prove the existence and terms of electronic contracts.

Presumption Regarding Electronic Records

The law provides certain presumptions regarding the authenticity and reliability of electronic
records when they are produced according to legal requirements. These presumptions help
courts determine the validity of digitally generated documents.

Admissibility of Electronic Records

Electronic records are admissible as evidence if they meet the required legal conditions
regarding authenticity, integrity, and proper procedure. The increasing recognition of electronic

evidence has strengthened the enforcement mechanism for e-contracts and digital transactions.
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7. Digital Signatures and Authentication

Meaning of Digital Signatures and Authentication

Authentication is the process of verifying the identity of a person or the validity of an electronic
transaction. In electronic commerce, authentication plays a significant role in establishing trust
between contracting parties. Digital signatures provide a secure method of authentication by
confirming the identity of the signer and ensuring that the electronic document has not been
altered after signing.

Digital signatures are an important component of electronic contracts as they provide security,
integrity, and authenticity to digital transactions. They perform a function similar to
handwritten signatures in traditional contracts by establishing the intention and identity of the

contracting party.

Electronic Signature

An electronic signature refers to any electronic method used by a person to indicate acceptance
or approval of an electronic record. It may include scanned signatures, biometric
authentication, passwords, or other electronic methods used to identify a person. Under the
Information Technology Act, 2000, electronic signatures are legally recognised and can be

used for authentication of electronic records.

Digital Signature
A digital signature is a specific type of electronic signature that uses cryptographic technology
to authenticate electronic documents. It is created through an asymmetric encryption system
involving a private key and a public key. The private key is used by the signer to create the
signature, while the public key is used by the recipient to verify its authenticity.
Digital signatures ensure three important features:

o Authentication: Confirms the identity of the person signing the document.

o Integrity: Ensures that the electronic document has not been modified after signing.

e Non-repudiation: Prevents the signer from denying having signed the document.

.

Difference Between Electronic Signature and Digital Signature

Electronic Signature Digital Signature

A broad term covering various electronic | A specific form of electronic signature based

methods of authentication. on cryptographic technology.
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May  include  passwords, scanned | Uses encryption algorithms and digital

signatures, or biometric verification. certificates.

Provides basic identification of the signer. | Provides higher security, authenticity, and

integrity.

Does not always require certification | Requires certification through authorised

authorities. Certifying Authorities.

Role of Certifying Authorities
Certifying Authorities (CAs) play an important role in establishing trust in digital transactions.
They are authorised bodies responsible for issuing Digital Signature Certificates (DSCs) to
individuals and organisations after verifying their identity.
The functions of Certifying Authorities include:

o Issuing and managing digital signature certificates.

e Verifying the identity of applicants.

e Maintaining records of issued certificates.

o Suspending or revoking certificates when necessary.

o Ensuring secure electronic authentication.
In India, Certifying Authorities operate under the supervision of the Controller of Certifying
Authorities (CCA) established under the Information Technology Act, 2000.

Public Key Infrastructure (PKI)
Public Key Infrastructure (PKI) is a security framework that enables secure electronic
communication through encryption and authentication. It uses a pair of cryptographic keys:

o Private Key: Used by the signer to create a digital signature and kept confidential.

o Public Key: Used by the recipient to verify the authenticity of the signature.
PKI consists of digital certificates, Certifying Authorities, registration authorities, and
encryption mechanisms. It provides a reliable system for verifying digital identities and

securing electronic transactions.

Advantages of Digital Signatures
1. Security
Digital signatures protect electronic documents from unauthorised access and alteration

through encryption technology.
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2. Authentication
They verify the identity of the person entering into an electronic transaction, reducing
the possibility of fraud.

3. Integrity of Documents
Digital signatures ensure that the content of an electronic document remains unchanged
after signing.

4. Non-Repudiation
They provide evidence that a particular person signed a document, preventing denial of
contractual obligations.

5. Efficiency and Convenience
Digital signatures allow faster execution of contracts without the need for physical

documentation, reducing time and costs.

Challenges of Digital Signatures

1. Identity Theft
Cybercriminals may attempt to steal digital certificates, passwords, or private keys to
impersonate legitimate users. Identity theft can compromise the validity and security of
electronic contracts.

2. Cyber Attacks
Digital signature systems may face threats such as hacking, malware attacks, phishing,
and unauthorised access. Weak security practices can affect the reliability of digital
authentication.

3. Certificate Misuse
Digital certificates may be misused if private keys are compromised or certificates are
obtained fraudulently. Such misuse can result in unauthorised transactions and legal

disputes.

8. Enforceability of Electronic Contracts in India
The enforceability of electronic contracts in India depends on whether they satisfy the essential
requirements of a valid contract and comply with the legal framework governing electronic
transactions. With the increasing use of digital platforms, online agreements have become an
important part of commercial activities. Indian law recognises e-contracts and provides them

with legal validity, provided that the requirements of contract formation, authentication, and
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evidence are fulfilled.

Conditions for Enforceability of Electronic Contracts
For an electronic contract to be legally enforceable, it must fulfil the basic principles of a valid
contract under the Indian Contract Act, 1872. These conditions include:
o Offer and Acceptance: There must be a clear offer by one party and an unconditional
acceptance by another through electronic communication.
o Consideration: The agreement must involve lawful consideration exchanged between
the parties.
e Free Consent: The consent of the parties must be voluntary and free from fraud,
coercion, misrepresentation, or mistake.
o Capacity of Parties: The parties must be legally competent to enter into a contract.
o Lawful Object: The purpose of the contract must not be illegal or against public policy.
Apart from these requirements, electronic contracts must also satisfy the provisions of the

Information Technology Act, 2000 regarding electronic records and authentication.

Legal Recognition of Electronic Contracts

The Information Technology Act, 2000 provides legal recognition to electronic transactions.
Section 10A of the Act specifically states that contracts formed through electronic means shall
not be considered invalid merely because electronic communication was used for their
formation. This provision establishes the legal validity of agreements entered through emails,
websites, online platforms, and other digital systems. Digital signatures and electronic
signatures further strengthen enforceability by providing authentication and verification of the

identity of contracting parties.

Electronic Consent

Consent is a fundamental element of every valid contract. In electronic contracts, consent is
usually expressed through digital actions such as clicking an “I Agree” button, accepting terms
and conditions, signing electronically, or confirming a transaction through email. However,
determining genuine consent in online agreements can be challenging because users may accept
lengthy terms and conditions without reading them. Therefore, transparency, proper notice, and

accessibility of contractual terms are important factors in establishing valid electronic consent.
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Proof of Intention

The intention of parties to create legal obligations is essential for enforceability. In electronic
transactions, intention may be established through digital records such as emails, transaction
confirmations, electronic signatures, payment records, and communication logs. Courts may
examine the conduct of parties and available electronic evidence to determine whether a legally

binding agreement was intended.

Electronic Evidence

Electronic evidence plays a significant role in proving the existence and terms of e-contracts.
Digital records such as emails, electronic agreements, payment details, server records, and
digital signatures may be produced before courts to establish contractual obligations.

The Bharatiya Sakshya Adhiniyam, 2023 recognises electronic records as admissible evidence

when they meet legal requirements regarding authenticity and reliability.

Standard Form Contracts

Most electronic contracts are standard form contracts where terms are prepared by one party
and accepted by the other without negotiation. These agreements are commonly used by online
service providers, banking institutions, software companies, and e-commerce platforms.
Although standard form contracts provide efficiency and convenience, they may raise concerns

regarding unequal bargaining power, unfair terms, and lack of consumer awareness.

Validity of Different Types of Electronic Agreements

1. Click-Wrap Agreements
Click-wrap agreements require users to actively accept contractual terms by clicking an
acceptance button such as “I Agree” or “Accept.” These agreements are generally
considered enforceable because they provide clear evidence of user consent. The user's
affirmative action demonstrates acceptance of the terms and conditions.

2. Browse-Wrap Agreements
Browse-wrap agreements bind users through continued use of a website or online
service. Unlike click-wrap agreements, users are not required to actively accept the
terms. Their enforceability depends on whether the user had reasonable notice of the
terms and whether the terms were easily accessible.

3. Email Agreements

Contracts formed through email exchanges can be legally binding if they contain
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essential contractual elements such as offer, acceptance, consideration, and intention to
create legal relations. Email communication can serve as evidence of agreement

between parties.

Consumer Protection Concerns

Electronic contracts have also created several consumer protection challenges. Consumers
often accept standard terms without understanding complex legal language, leading to concerns
regarding unfair contract terms, hidden charges, data misuse, and lack of informed consent.
Issues such as online fraud, misleading advertisements, unauthorised transactions, and privacy
violations require effective consumer protection mechanisms. The Consumer Protection Act,
2019 and related digital regulations provide remedies for consumers involved in electronic

transactions.

Judicial Developments in India

Indian courts have generally recognised the validity of electronic contracts when the essential
requirements of contract formation are satisfied. In Trimex International FZE Ltd. Dubai v.
Vedanta Aluminium Ltd., the Supreme Court recognised that agreements concluded through
electronic communication could create binding obligations between parties. Similarly, courts
have accepted electronic records and communications as valid evidence of contractual
relationships.

However, practical issues regarding proof of consent, authentication of electronic signatures,

and jurisdiction in online transactions continue to present challenges.

9. Jurisdictional Issues in Cross-Border Commercial Disputes
The borderless nature of electronic transactions has significantly increased cross-border
commercial activities. While electronic contracts enable parties from different countries to
conduct business efficiently, they also create complex jurisdictional challenges. Since parties
involved in online transactions may be located in different legal jurisdictions, determining the
applicable law, appropriate forum, and method of dispute resolution becomes difficult.
Therefore, jurisdiction clauses play an important role in providing certainty and reducing legal

conflicts.
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Meaning of Jurisdiction in Cross-Border Electronic Contracts

Jurisdiction refers to the authority of a court or legal authority to hear and decide a dispute. In
cross-border electronic contracts, jurisdiction determines which country's courts have the
power to resolve disputes and which legal system will apply to the contractual relationship.
Unlike traditional contracts, electronic contracts do not have a fixed physical location of
formation, making jurisdictional determination more complicated. Factors such as the location
of parties, place of business, location of servers, and terms of the contract may influence

jurisdiction.

Problems in Cross-Border Electronic Transactions
Cross-border electronic transactions create several legal challenges, including:
o Difficulty in identifying the place where the contract was formed.
o Uncertainty regarding the applicable national law.
o Differences in legal recognition of electronic signatures.
o Conlflicts between courts of different countries.
o Challenges in enforcing foreign judgments and arbitral awards.
o Lack of uniform international rules governing e-contract disputes.
These issues create uncertainty for businesses and consumers engaged in international

electronic commerce.

Applicable Law

Determining the applicable law is one of the most significant issues in cross-border electronic
contracts. The applicable law decides the rights, obligations, and liabilities of the contracting
parties. Parties may either select the governing law through contractual terms or rely on conflict
of law principles applied by courts.

In India, issues relating to applicable law are generally determined through principles of private
international law, contractual agreements, and judicial interpretation. However, the absence of
a comprehensive framework specifically dealing with cross-border e-contracts creates

uncertainty.

Choice of Law
Choice of law refers to the agreement between parties regarding which country's laws will
govern their contract. A clearly drafted choice of law clause helps parties avoid disputes

regarding applicable legal principles.
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For example, an Indian company entering into an electronic contract with a foreign company
may specify that Indian law will govern the agreement. However, such clauses may face

challenges when they conflict with mandatory laws of another jurisdiction.

Forum Selection Clauses

Forum selection clauses allow parties to choose the court or dispute resolution forum
responsible for resolving future disputes. These clauses provide predictability and reduce
uncertainty in international transactions.

In electronic contracts, jurisdiction clauses are particularly important because parties may
operate from different countries. Properly drafted clauses help determine where disputes can

be filed and which court has authority to decide the matter.

Online Dispute Resolution (ODR)
Online Dispute Resolution (ODR) refers to the use of digital technology for resolving disputes
without requiring physical court proceedings. It includes online negotiation, mediation, and
arbitration.
ODR is increasingly important for e-commerce disputes because it provides:

o Faster dispute resolution.

e Reduced costs.

o Accessibility for parties from different locations.

e Greater efficiency in handling digital transactions.
However, issues regarding recognition of online arbitration agreements and enforcement of

ODR outcomes remain challenges.

Recognition of Foreign Judgments

A major challenge in cross-border electronic disputes is the recognition and enforcement of
foreign court judgments. A judgment passed by a court of one country may not automatically
be enforceable in another country.

In India, enforcement of foreign judgments is governed by the provisions of the Code of Civil
Procedure, 1908, particularly Sections 13 and 44A. However, differences between legal

systems and procedural requirements may create difficulties in enforcement.

Recognition of Foreign Arbitral Awards

International commercial arbitration provides an effective mechanism for resolving cross-
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border e-contract disputes. India is a party to the Convention on the Recognition and
Enforcement of Foreign Arbitral Awards, 1958 (New York Convention), which facilitates
enforcement of foreign arbitral awards.

However, practical challenges such as public policy objections, procedural issues, and

differences in national arbitration laws may affect enforcement.

Conflict of Laws

Conlflict of laws arises when the laws of two or more countries may apply to the same dispute.
In electronic transactions, conflicts may occur regarding contract formation, validity of digital
signatures, consumer protection, and data privacy regulations.

Since different jurisdictions follow different approaches toward electronic contracts,

harmonisation of international legal standards is necessary to ensure effective enforcement.

Enforcement Difficulties
The enforcement of cross-border electronic contracts faces several difficulties, including:
e Lack of uniform international regulations.
o Different standards for digital signatures and electronic authentication.
» Difficulty in locating contracting parties.
e Cybersecurity risks and fraudulent transactions.
e Procedural barriers in foreign courts.

» Differences in recognition of electronic evidence.

10. Comparative Study of Electronic Contract Laws: India and United
States

The regulation of electronic contracts varies across jurisdictions depending upon the legal
framework, technological development, and approach towards digital transactions. India and
the United States have developed comprehensive legal mechanisms for recognising electronic
records, electronic signatures, and online contracts. A comparative analysis of both legal
systems highlights similarities and differences in their approach towards electronic contracting
and cross-border enforcement.

Comparative Analysis: India and United States

Basis India United States
Main Legislation Information Technology | ESIGN Act, 2000 and UETA
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Act, 2000

Recognition of

Electronic Records

Recognised under Section 4

of IT Act

Recognised under ESIGN Act and
UETA

Recognition of

Electronic Signatures

Recognised under Section 5

of IT Act

Legally recognised under ESIGN
Act

Electronic =~ Contract | Recognised under Section | Electronic contracts have equal
Validity 10A of IT Act legal effect as written contracts
Authentication Digital signatures through | Electronic  signatures  through
Mechanism Certifying Authorities various authentication methods

Cross-Border

Enforcement

Faces challenges due to
jurisdiction and conflict of

laws

Relatively stronger framework due
to established digital commerce

laws

11. Important Indian Case Laws on Electronic Contracts

11.1 Trimex International FZE Ltd. Dubai v. Vedanta Aluminium Ltd. (2010)

The Supreme Court held that a binding contract can be formed through electronic
communication, including emails, if the essential elements of a valid contract such as offer,
acceptance, and intention to create legal relations are satisfied. The Court recognised that the
absence of a formal written agreement does not invalidate a contract where the parties have

clearly agreed to the terms through electronic exchanges.

11.2 Shakti Bhog Foods Ltd. v. Kola Shipping Ltd. (2009)

The Supreme Court recognised the legal validity of electronic communications in commercial
transactions. The Court observed that electronic records and communications can be relied
upon as evidence when they establish the existence of an agreement and the intention of the
parties. The judgment supported the acceptance of modern communication methods in

contractual dealings.

11.3 State of Maharashtra v. Dr. Praful B. Desai (2003)

The Supreme Court adopted a technology-friendly interpretation and held that evidence
recorded through video conferencing is legally valid. The Court recognised that the law must
adapt to technological developments and that electronic methods can satisfy legal requirements

when they ensure authenticity and reliability.
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11.4 SIL Import, USA v. Exim Aides Silk Exporters (1999)

The Supreme Court recognised that communication through electronic means can have legal

validity. The Court accepted that modern forms of communication should be interpreted within

existing legal principles and cannot be rejected merely because they differ from traditional

methods.

12. Challenges in Electronic Contracts

Despite the legal recognition of electronic contracts in India, several challenges continue to

affect their security, reliability, and enforcement.

1.

Cyber Fraud

Electronic transactions are vulnerable to cyber fraud, including unauthorised access,
phishing attacks, and fraudulent online transactions. Such activities may compromise
the validity and security of electronic contracts.

Identity Theft

Verification of the identity of contracting parties remains a major challenge in online
agreements. Criminals may misuse personal information or digital credentials to
impersonate legitimate users.

Fake Digital Signatures

The misuse or creation of fraudulent digital signatures can affect the authenticity of
electronic documents. Compromised digital certificates may lead to disputes regarding
the validity of contracts.

Lack of Awareness

Many users lack knowledge about electronic contracts, digital signatures, and online
legal obligations. This lack of awareness may result in uninformed consent and
acceptance of unfair contractual terms.

Jurisdictional Uncertainty

Cross-border electronic transactions create difficulties in determining applicable law,
appropriate courts, and dispute resolution mechanisms due to the absence of uniform
international rules.

Different National Laws

Different countries follow different legal standards regarding electronic signatures,
consumer protection, data protection, and contract enforcement. These differences

create uncertainty in international electronic transactions.
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7. Data Privacy Concerns
Electronic contracts often involve the collection and processing of personal
information. Protection of user data, prevention of misuse, and compliance with privacy
regulations remain important concerns.

8. Blockchain Regulation
Blockchain technology and smart contracts introduce new legal challenges relating to
regulation, accountability, and recognition of automated transactions. The absence of
specific laws creates uncertainty regarding their enforceability.

9. Smart Contract Enforcement
Smart contracts operate through computer code and automatically execute contractual
terms. However, issues relating to human error, modification of terms, jurisdiction, and

legal recognition create difficulties in their enforcement.

13. Conclusion
Electronic contracts have become an essential component of modern commerce by providing
faster, efficient, and convenient methods of conducting business transactions. The increasing
use of digital platforms, online services, and cross-border trade has made e-contracts an
important part of the global digital economy. In India, electronic contracts are legally
recognised and enforceable when they fulfil the essential requirements of a valid contract under
the Indian Contract Act, 1872 and comply with the provisions of the Information Technology
Act, 2000. The legal recognition of electronic records and digital signatures has strengthened
the reliability of online transactions. However, several challenges continue to affect the
effective enforcement of e-contracts, including digital authentication issues, proof of electronic
consent, cyber fraud, identity verification, jurisdictional conflicts, and difficulties in enforcing

cross-border contractual obligations.

The comparative analysis of India with jurisdictions such as the United States, European Union,
and Singapore highlights the need for further development of India's regulatory framework.
While India has established a strong foundation for electronic contracting, improvements are
required in areas such as international harmonisation, recognition of foreign electronic
signatures, cybersecurity measures, and dispute resolution mechanisms. To ensure greater
confidence in electronic commerce, India must modernise existing laws, strengthen digital

infrastructure, promote secure authentication technologies, and develop effective mechanisms

Page | 578


http://www.whiteblacklegal.co.in/

www.whiteblacklegal.co.in
Volume 3 Issue 8 | June 2026 ISSN: 2581-8503

for resolving cross-border digital disputes. A balanced legal framework that combines
technological innovation with legal certainty will play a crucial role in supporting the future

growth of electronic commerce in India and the global digital marketplace.
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